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How innovation impacts global security

by Gazmend Huskaj

Resumé

Artikeln behandlar hur teknologisk innovation paverkar den globala sikerheten, och betonar
att framsteg inom omréden som informations- och kommunikationsteknik och sammankopp-
lade informationssystem, cyberformagor och artificiell intelligens (AI) har dubbla anviand-
ningsomrdden. Forst definieras innovation och global sikerhet. Darefter granskas tva fall av
cyberspionage, som visar hur hotaktorer exploaterar framsteg inom teknologiska innovatio-
ner for att frimja sina strategiska mal. Dessa fall understryker de sarbarheter och strategiska
forandringar som teknologiska innovationer medfor, sirskilt i samband med ekonomisk sta-
bilitet och geopolitisk maktbalans. Dessutom behandlas den snabba utvecklingen av Al och
dess implikationer for krigforing och global sakerhet. Resultaten visar att det krivs en balan-
serad strategi for att omfamna teknologiska framsteg for internationell dialog och utnyttjan-
det av fordelarna med innovation samtidigt som riskerna for den globala sikerheten minskas.

TECHNOLOGICAL ADVANCEMENTS AND in-
novation are impacting global security. In-
novation is a process of inventing new tech-
nologies or methodologies and a represen-
tation of a broader spectrum of creative
thinking and application that leads to trans-
formative changes across various domains."
Here, innovation consists of invention and
creativity. Invention is the creation of some-
thing new (such as a new algorithm, pro-
gram or software development technique)>.
Creativity is a state of mind that fosters inno-
vative thinking. Therefore, innovation is the
combination of creative acts and inventions
that are widely used, leading to substantial
kinds of change and the successful exploita-
tion of new ideas. Given the expansive role
of innovation, exploring its implications
for global security is important. Therefore,
how does innovation impact global security?

Global security, just like innovation, can
be conceptualized and defined in various

ways, contingent upon the level of analysis,
the range of perceived threats, and the na-
ture of the actors involved. Here, two defi-
nitions are used: the RAND organization
and the Cambridge Dictionary. The RAND
organization states that global security in-
cludes military and diplomatic measures
that nations and international organizations
such as the United Nations and NATO take
to ensure mutual safety and security.? The
Cambridge Dictionary defines global secu-
rity as the protection of the world against
war and other threats.* These definitions are
complementary, as they highlight different
aspects of global security.

This article shows how some threat ac-
tors use/have used innovations in informa-
tion and communication technologies and
interconnected information systems for cyber
espionage, affecting economic stability and
the geopolitical balance of power. It will al-
so discuss the rapid pace of Al development
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and its cascading effects in multiple domains,
transcending borders and impacting global
security. These examples illustrate the du-
al-use nature of technological innovations,
which can be applied for both civilian and
military purposes, thereby creating com-
plex and multidimensional implications for
global security.

The article is organized as follows: Section
2 presents the impact of innovation on glob-
al security. Section 3 presents cyber espio-
nage cases and analyzes their implications
for economic security. Section 4 discusses
the rapid development of Al and its impli-
cations for warfare. Section 5 concludes the
document and provides some recommen-
dations for using the benefits of innovation
while reducing the risks.

The impact of innovation on
global security

Understanding the impact of innovation on
global security requires knowing that this
includes the implications of humanity’s cre-
ative acts and inventions.’ These implications
become significant when they are extended
into widespread application, leading to sub-
stantial kinds of change. This covers a range
of developments, from conventional military
hardware like main battle tanks and combat
aircraft to more advanced technological in-
novations such as nuclear weapons, space
satellites, and cutting-edge domains like
information and communication technolo-
gies, the Internet, Artificial Intelligence, and
Quantum computing. Therefore, advance-
ments in innovation influence the strategies
and measures adopted by various national
and international organizations to ensure
mutual safety and security.

2.8

Cyber security and cyber
espionage

Innovations have implications for global
security beyond the military domain. An
example is cyber security. Cyber security
has become increasingly critical. This is a
growing concern as more and more activi-
ties and services (= software) depend on in-
formation and communication technologies
and internetworked information systems.
Additionally, political and economic stabil-
ity are also affected by innovations, as they
create new opportunities and challenges for
policy, trade, development, and competitive-
ness. Another crucial aspect is environmen-
tal sustainability. Innovations can mitigate
or exacerbate the effects of climate change,
pollution, and resource depletion, impact-
ing global security.®

One of the main characteristics of many
modern innovations is that they can be used
for both civilian and military purposes (du-
al use).” This is especially evident in cyber
security, where technological advancements
can be utilized for defensive measures and
offensive cyberspace operations, enabling,
for example, cyber espionage activities.®

The following sections will analyze how
some threat actors use/have used innovations
in information and communication tech-
nologies and internet-worked information
systems to conduct cyber espionage. This
involves exploring the possible ways these
technologies can be used to breach security
and the wider implications of such actions
for global stability, safety and security.

In 2017, a major UK accounting firm® and
a British multinational defense company, in
collaboration with a national cybersecurity
agency in the UK, and support from a spe-
cific Swedish agency, reported a new cyber
espionage campaign carried out by a threat
actor, APT 10, based in Asia.



The report applied various analytical
methods to attribute the cyber espionage
campaign to the Asian threat actor. The at-
tackers targeted companies that specialized
in managing IT and services for other busi-
nesses.'® These companies had access to
their clients’ networks, which made them
attractive targets. This made the so-called
managed service providers (MSPs) attractive
targets for cyber espionage. Once the threat
actor gains access, it is believed to be rela-
tively easy to exploit this access and poten-
tially move onto the networks of thousands
of other victims."*

When examining global security, it be-
comes clear that the interconnection of vari-
ous innovations is a key aspect impacting it.
For example, the cyber espionage operation
mentioned above exploited the innovations
in interconnected information systems with
malicious intent to support the strategic ob-
jectives of the Asian country. Extrapolating
from this, Al and quantum computing ad-
vancements could similarly have significant
implications across various sectors, includ-
ing the public, private, industry, academia,
and defense. Innovations in one field, such
as Al breakthroughs, may not only improve
cyber offense’* and defense'? capabilities
but also accelerate developments in auton-
omous weapons systems."* These accelerat-
ed advancements could alter the geopolitical
balance of power. Similarly, advancements
in information and communication tech-
nologies have transformed how various ac-
tors collect intelligence, but they also create
vulnerabilities that can be exploited by state
and non-state actors alike."s This complex
set of interdependencies means that an in-
novation in one field can have cascading ef-
fects across multiple domains.®

Another cyber espionage case, albeit earlier
in time than the one mentioned above, pres-
ents how threat actors exploited the complex
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set of interdependencies due to innovations,
threatening economic stability. A cybersecu-
rity firm, which later became part of a larger
cybersecurity corporation, released a report
in 2013 revealing a multi-year cyber espio-
nage campaign.'” APT1 conducted a cyber
espionage campaign from an Asian coun-
try. The targets were in various countries
and industries related to the country’s stra-
tegic objectives. The report indicated that
the targeted sectors included information
technology, high-tech electronics, financial
services, satellite and telecommunications,
energy, public administration, scientific re-
search and consulting, chemicals, and aero-
space.'® Evidence linked this threat actor to
a particular military unit of the Asian coun-
try’s armed forces."

The evidence was so convincing that a ma-
jor Western country’s Department of Justice
charged individuals from the Asian country.*®
One of the publicly named victims of APT1
was SolarWorld, a solar energy company.**

SolarWorld was a global leader in the so-
lar industry when the attacks were exposed,
with an annual turnover of €750 million.**
Its competitive edge was a combination
of intellectual property (IP) and extensive
global contracts. However, in May 2017,
SolarWorld filed for insolvency.??

This leads to the question: How does a
firm, a market leader in its industry and own-
er of cutting-edge IP and global contracts,
become insolvent so quickly?

Market saturation from a major Asian
country, starting around the time of the
APTT1 attack 2012, contributed to the com-
pany’s rapid decline.**

As the Department of Justice of a major
Western country stated: “The perpetrators
stole trade secrets that would have been es-
pecially beneficial to Chinese companies at
the time they were stolen.”*’
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The impact on SolarWorld was significant.
The company’s Director of Strategic Affairs
said at the time: “There were thousands of
emails exfiltrated, many with sensitive data
that would give all kinds of unfair advan-
tages.”>® These unfair advantages included
intellectual property, sensitive pricing infor-
mation, and even methods for competitors
from the Asian country to bypass Western
regulations and dominate the market.*”

Since then, the Asian country has become
a leading nation in solar energy, exceeding
its 2020 solar targets in August 2017 with
a significant output. This was around the
same time the country cancelled many coal
projects, aligning with the “future energy
development” goals of its five-year plan for
2016-2020.2% The simultaneous announce-
ment of this country’s solar energy achieve-
ments and the insolvency of the solar panel
company in the same month is too coinci-
dental. This illustrates the divergent results
of APT1’s cyber espionage operations, where
one entity emerged as a “winner” and the
other as a “looser.”

On a global level, the impact of innova-
tion in security is not limited to any single
nation but affects continents, shaping in-
ternational relations in various ways.*® For
example, the COVID-19 pandemic revealed
vulnerabilities in the supply of semiconduc-
tors3°, leading to discussions in the US3"
and Europe3* to build their factories. Also,
the rapid development of Al in the US has
stimulated discussions for similar advance-
ments in Asia and Europe.?? This could lead
to a global race for technological suprema-
cy. The race is not only about technological
advancements but could also be about set-
ting international norms and standards for
using such technologies.?* The SolarWind ?
World? case presents how technological ad-
vancements can be used for strategic gains,
affecting not only corporate entities but also
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national and regional economies and geo-
political balances.

In regions like the Middle East and Africa,
where technological adoption may vary,?’ in-
novations in cyber capabilities and unmanned
systems by more technologically advanced
nations could pose new challenges to regional
security dynamics. Similarly, advancements
in information and communication technol-
ogies have led to increased use of cyber at-
tacks in the Russia-Ukraine war, where the
targets are increasingly non-military.

Moreover, the war has acted as a driver
of innovation where supporters of Ukraine
could conduct cyber attacks on Russian tar-
gets by simply downloading an app. The user
did not know that the app was collecting all
the information on their smartphone, like-
ly sending it to an intelligence agency in
Russia.?®

Furthermore, on 13th of September 2023,
a Reuters journalist quoted the President of
the European Commission as saying, “Global
markets are now flooded with cheaper elec-
tric cars, and their price is kept artificially
low by huge state subsidies. Europe is open
to competition, not a race to the bottom.”37
This statement highlights the EU’s determi-
nation to avoid repeating the experience of
its solar panel industry, which was decimat-
ed by cheaper imports from an Asian coun-
try. Why? The industry at risk is Europe’s
car industry, which is threatened by cheaper
electric cars from the Asian country.

According to the European Commission,

“exports to countries outside the EU reached
a peak of €158 billion in 2022.”3% The ex-
act entity states that “the car industry is of
prime importance to the economy of the
European Union (EU) and plays a major
role in international trade.”3® Therefore,
the car industry is not only about the EU’s
economic security but also about the EU’s
ability to influence. Decimating the car in-



dustry would likely put the EU at a disad-
vantage in its influence over negotiations in
multiple domains.

Thus, from an economic intelligence per-
spective, the SolarWorld case is an excellent
example of how cyber espionage can impact
a market capable of wiping out an entire in-
dustry. Similarly, the case of electric vehicles
demonstrates how innovation, supported by
cyber espionage operations and state subsi-
dies, can likely severely affect the economic
security of entities like the European Union.

The Rapid Development of Al
and Its Implications for
Warfare

Another innovation that impacts global se-
curity is Artificial Intelligence (AI).

According to a report from Stanford,
co-authored with other organizations, the
growth of Al computational power followed
Moore’s Law until 2012. This principle
states that computing power roughly dou-
bles every two years. However, after 2012,
Al computing began to double at a fast rate
of every 3.4 months.*°

A significant contribution to this accel-
eration was the 2017 paper “Attention Is
All You Need” by researchers from Google
Brain and other entities.*' This paper intro-
duced the Transformer model, a major shift
in how Al systems process language. By re-
lying entirely on attention mechanisms, the
Transformer model improved efficiency and
effectiveness in handling long-range depen-
dencies in data, setting new benchmarks in
natural language processing tasks. This in-
novation spurred further advancements in
Al, leading to more sophisticated models like
GPT and BERT, and has broad implications
for AD’s role in global security.
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For example, in 2016, researchers de-
veloped an Artificial Intelligence model for
combat aircraft. When competing against
ALPHA, the human pilot said: “I go home
feeling washed out. 'm tired, drained, and
mentally exhausted. This may be artificial
intelligence, but it represents a real chal-
lenge.”**

According to the researchers, the ALPHA
Al, designed for combat aircraft, “can act
on sensor data to make or change decisions
about combat for up to four aircraft in less
than a millisecond, moving aircraft to evade
missiles and fire weapons while a human pi-
lot essentially manages the overall air battle
at a higher level.”#3 In 2020, an unnamed
Al defeated a US military fighter pilot in an
F-16 dogfight, successfully winning five out
of five simulated fights.** In February 2023,
an unnamed artificial intelligence pilot suc-
cessfully piloted an F-16 fighter jet for over
17 hours.*’ These cases illustrate a shift from
human-piloted combat aircraft to so-called
“uncrewed” warfare. This case provides a
good example showcasing the rapid pace
of Al development training with an Al in a
simulator in 20165 2020, flying in aerospace;
and 2023 integrated into a combat aircraft.

The evolution of Al capabilities, shown
by the Transformer model and its develop-
ments, presents various opportunities and
challenges in global security. On one hand,
these advancements can lead to more effi-
cient data analysis and intelligence collection,
improving national security. On the other
hand, the same technology could be used
for cyber espionage, autonomous weapons
systems, and advanced surveillance, creating
ethical and strategic concerns. The dual-use
nature of Al technologies means their impact
on global security is complex, requiring care-
ful consideration and international dialogue
to use their benefits while reducing risks.
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Conclusion

Thus, the answer to how innovation impacts
global security is multidimensional. Firstly,
innovation acts as a double-edged sword;
on the one hand, it brings about advanced
technologies and solutions that enhance a
nation’s defense capabilities, improves intel-
ligence collection, and increase the ability to
protect against various threats. On the other
hand, the same innovations can be exploited
for malicious purposes like cyber espionage,
creating new vulnerabilities and challenges
in maintaining global stability, safety and
security. This duality necessitates a balanced
approach where nations embrace and fos-
ter technological advancements while being
aware of and prepared for their potential
implications on global security.
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Secondly, the AI revolution is evolving
at a rapid pace. It is crucial to remember
that this exponential development and re-
lated innovations have cascading effects in
multiple domains, transcending borders and
impacting global security. The cases of cy-
ber espionage, such as the SolarWorld case,
present how innovations in information and
communication technologies and internet-
worked information systems can be exploit-
ed for national strategic purposes. While the
company went bankrupt, the attacking na-
tion thrived, decimating an entire EU mar-
ket in solar panels.

The author is the head of Cyber Security at
the Geneva Centre for Security Policy.
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