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the storming of the United States Capitol 
in January and the succeeding blocking of 
(then serving) U.S. president Donald Trump 
from various social media platforms has 
once again highlighted how social media can 
be used to radicalise citizens and influence 
them to act in a violent manner. Information 
has long been an important part of society 
where it can be used to, by various means, 
influence an actor (state, company or even an 
individual) to act in a certain way. In mod-
ern times, this has resulted in information 
being a dimension where war can be waged 
between various actors, state and non-state, 
where it is not necessarily the military ad-
versary who is the recipient but instead the 
state’s population.

The spread of information can also, thanks 
to modern technology, occur immediately 
using social media, which means that an 
individual or organisation can disseminate 

an image, video, or message in text on hun-
dreds of accounts with the help of just one 
app. The same method may also be used to 
convince individuals to conduct certain acts 
such as help spreading propaganda, donat-
ing money, conducting terror acts, or even 
convincing an individual raised in a western 
democracy to travel abroad to join a terror-
ist organisation.

Various nations such as United States, 
United Kingdom, and Sweden have estab-
lished national centres for studying and coun-
tering terrorism, centres for confronting 
cyber-related threats as well as strengthen-
ing the psychological defence. Such centres 
may share a mutual interest in detecting and 
countering violent extremist activity online 
based on their common “battlespace” (i.e. 
cyberspace). It could be reasoned that a 
natural response to countering radicalising 
content on the internet would be to focus 
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on detecting and hindering the actual crime 
(the terrorist act) and to lesser extent track 
from where the propaganda content is de-
rived or how the narrative is constructed. 
Nonetheless, since radicalisation and ex-
tremism know no ideological boundaries, it 
is important to have a broader perspective 
of radicalisation that occurs online, not just 
the “traditional” jihadist content.  As such 
there is an argument to be made that there 
is a need to be capable not only of detecting 
or restricting content deemed to be harmful, 
but also countering the narrative within a 
wider spectrum of extremism.

Countering radicalisation, or extremism, 
should in this case be understood as limiting 
the spread of extremist content, both violent 
and non-violent, and with that the extremist 
narrative. The literature reviewed consists 
of 19 articles published between 2013 and 
2020. The articles have been chosen based 
on containing keywords like extremism and 
radicalisation and the applicability on to-
day’s cyber landscape; meaning the migra-
tion from internet discussion boards (often 
referred to as forums) to social media apps, 
which mainly benefit articles published re-
cently, hence, positively affecting the valid-
ity of the research.

The purpose of this review is therefore to 
go through current literature on detecting 
radicalisation on the internet, in particular 
social media platforms, and establish how 
it may be prevented. Furthermore, gaps will 
be identified and addressed when suggest-
ing future areas of research. First, we define 
what radicalisation and extremist content is, 
second, how radicalisation does occur on in-
ternet, third, how radicalising content may 
be detected online, fourth, what methods 
can be used to restrict access to the content 
and finally, how a counter-narrative may 
be employed.

Defining radicalisation and 
extremist content

The words “radicalised” and “extremist” are 
frequently used in news reporting about sus-
pected terrorists being arrested, about the 
vulnerability of young immigrants in the sub-
urbs or when proposals of new laws that are 
supposed to “combat” radicalism are pre-
sented by governments. Although common 
words used daily, there is different under-
standing in what a person tries to say when 
labelling something “radical” or “extreme”.

Baugut and Neumann state that aca-
demia overall agrees on radicalisation be-
ing a process that gravitates around ideol-
ogy. According to the authors, researchers 
distinguish between radicalisation as being 

“cognitive”, “behavioural” or “violent” using 
various complex models.1 Braddock goes a 
bit further and suggests that radicalisation 
could be seen as a persuasive process where 
the consistent exposure of an extremist mes-
sage turns the individual towards adopting 
attitudes consistent with an ideology.2 The 
Internet in fact enables the process in radi-
calising individuals by providing access to 
extremist content as well as online groups 
where they found support.3 An individual 
may as such become radicalised in his or her 
way of thinking and reasoning, how she acts 
and as a result violently acting out on soci-
ety. Important to note is that an individual 
can possess radical thoughts without acting 
out on these thoughts in a violent manner.

Von Behr, Reding, Edwards & Gribbon 
draw on the UK Government definition which 
defines radicalisation as “the process by 
which a person comes to support terrorism 
and forms of extremism leading to terrorism” 
and “extremism as vocal or active opposi-
tion to fundamental […] values”.4 Although 
supporting the notion of radicalisation be-
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ing a process, the UK Government definition 
focuses on the individual acting out her be-
liefs, not accounting for the individual and 
her thoughts, unlike the researchers. Hence, 
radicalisation is a process where an individ-
ual transforms into an extremist, adapting 
an ideological belief system which may man-
ifest itself in various acts, including violent. 
Along these lines “online radicalisation” is 
the radicalisation process occurring within 
the cyber domain.

In this review the terms “radical” and “ex-
tremist” content will be used interchangeably 
since the content serves the same purpose: 
convincing and radicalising the individual. 
The word “violent” denotes content that 
depicts any type of violence aimed against 
a human being. It may or may not be with 
the purpose of radicalisation of an individual.

Radicalisation and the 
internet
As previously mentioned, it is not only state 
actors who have the capability to spread 
well-produced content on various internet 
platforms. Throughout the world, various 
extremist groups have created state-of-the-
art media wings that flood the internet with 
professionally edited videos, magazines, and 
music with the goal to influence, radicalize 
and recruit new supporters. The public al-
so seems to have become more inclined to 
document, share images and video from 
terrorist acts through social media which in 
turn have led to amplifying the media cover-
age for single terrorists as well as extremist 
groups. This meaning that the state, society, 
and the private sector all together have an 
impact on the way radicalising content can 
travel through internet and influence peo-
ple.5 For instance, the time between a ter-
rorist event and the act being disseminated 

online seems to be shrinking rapidly, which 
in turn has resulted in authorities and social 
media platforms trying to intervene with 
varied results.

In 2013 the Somali terrorist organisation 
al-Shabaab used twitter to publish updates 
during an ongoing attack--not just to deliv-
er news to its followers, but also to control 
the narrative about the attack from the be-
ginning.6 In France 2016, a radicalised male 
posted on Facebook how he killed a police 
officer and the officer’s wife. In Christchurch 
2019, the attacker broadcasted the attack 
live on Facebook without the stream being 
stopped, according to the company because 
no one reported the stream to moderators.7 
It is theorised that a terrorist act, and the 
spreading of imagery from it, may trigger 
other individuals to commit own acts of 
terror, even in other countries. This was 
especially highlighted during the attack in 
Vienna on the 2nd of November 2020. The 
local police posted continuous reminders 
that people should not share video or images 
of the act, but instead send them straight to 
the authorities through a webpage adminis-
tered by the police.8 Whether this had any 
effect is currently unknown. However, dur-
ing the Brussel lockdown in 2015, users on 
twitter flooded a hashtag with cat images in 
support of ongoing police operations in the 
city, an act later acknowledged as helpful 
by the authorities.9

An interview study with 44 convicted 
Islamists showed that content seen on the 
internet can be one contributing factor in 
radicalising individuals, and as such lead 
the individual to conduct a terror act by 
herself (either alone or with a group). This 
occurs especially when online propaganda 
correlated with news reporting, further con-
solidating the individual’s perception of the 
society.10 With continuous access to online 
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news agencies there exists an unlimited num-
ber of (legitimate and ill-legitimate) sourc-
es to correlate with an extremist narrative. 
One should also not forget the opportunity 
of extremist groups on each end of the ide-
ological spectrum to feed off each-others 

“alternative news”, and as such confirming 
each other’s prejudice views of the world.

The power of influence that internet and so-
cial media have on the radicalisation of “lone 
wolves” is being widely discussed through 
academia and society. A common perception 
is that an individual can become a radical 
by consuming radical content online, with-
out being in contact with anyone else in the 
process. It has however been contested if 
radicalisation is even possible without the 
physical contact between individuals,11 and 
that it is not online content as such that influ-
ence individuals to become radicals. Rather 
it is the behaviour (as actively searching for 
violent content like beheading videos) and a 
moral disengagement from society that has 
this influence.12 Nevertheless, there is an 
argument to be made that the internet, and 
platforms like YouTube, enable radicalisation 
with their recommendation-algorithms which 
in turn enable the user to explore content 
that she might not have found otherwise.13

There is no shortage of examples where 
“lone wolves” used the internet as a medium 
to spread their world views before conduct-
ing an attack.14 Recent events being Utøya, 
Norway in 2011, a 17-year-old attacking a 
Swedish school in 2015 and Christchurch 
in 2019 where all three attackers seem to 
have been radicalised through the comput-
er. In the latter case the attacker claimed 
to have been inspired by the two former.15 
Nevertheless, the Von Behr et al argument 
regarding the need for at least some inter-
action online for the radicalisation process 
to progress cannot be disproven by the lit-

erature.16 In the previous cases mentioned 
there had been some interaction between the 
attackers and other individuals online, even 
though these individuals did not actively (or 
knowingly) participate in the radicalisation.

Detecting extremist content 
through linguistic analysis
All communication between individuals is 
based on a common language. Whether spo-
ken or written the sender and receiver need 
to share a common understanding for the 
language used. Hence, for one to be able to 
detect radicalisation online one must be able 
to detect the language used by extremists. 
The introduction of web 2.0 emphasised the 
user’s role in creating content and collabo-
rating with other users in sharing content 
on social networking sites. As such, users 
moved from internet forums towards plat-
forms like YouTube, Facebook, and Twitter. 
Ergo, the user was no longer restricted by 
moderators in expressing her thoughts on 
a particular internet board. With the new 
platforms, moderation was instead left to 
the users, reporting content that they found 
inappropriate, and the opportunity was giv-
en to the users to write more “freely”. Even 
though the users changed platforms for ex-
pressing their thoughts and opinions, the 
main method of delivery was still through 
text in various formats, such as “tweets” 
and “status updates”. Thus, the use of lin-
guistic detection of radical content to detect 
extremists on various web forums can still 
be utilised even on social media platforms.

By using linguistic pattern detection there 
is a possibility to detect individuals in the 
process of becoming radicalised. Additional 
challenges are however covert propaganda 
that on the surface seems legitimate, ad-
dressing everyday questions but aiming to 
entice adolescents,17 or users who adapt to 
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a “neutral writing style” where interpre-
tation is left to the reader.18 This, together 
with language being dynamic, as in words 
can change meaning depending on the send-
er and receiver, emphasises the need for an 
equally dynamic method of detection.

Detection of extremist content is possible 
by analysing radical users and the common 
phrases they use,19 which requires individuals 
that have knowledge about the specific lan-
guage used.20 Consequently, there is a need 
not only for systems that are adaptable to 
an ever-changing environment, but also an 
understanding that not all individuals shar-
ing radical content with a malicious intent 
will be subjected to removal from platforms 
due to “benefit of a doubt”. This supports 
the argument for keeping a human in the 
loop and not leaving the decisions entirely 
to algorithms--the latter which have been, 
and continue to be, exploited by malicious 
users to silence critics.

Artificial intelligence and 
machine learning as tools to 
detect extremist content
The amount of content on the internet grows 
for every hour, and as such it is impossible 
for humans to detect, classify and act on 
radical content within a reasonable time-
frame. So, there is a need to borrow the 
computing power from machines. As the al-
gorithms on various platforms gets more ad-
vanced, so does the need for computers that 
are able to adapt to the new circumstances. 
Also, how one user acts in cyberspace may 
need to be cross-referenced and analysed 
together with other sources of information. 
Fusing open-source information from social 
media platforms with criminal records may 
help law enforcement agencies detect poten-
tial “lone wolf” terrorists.21 Hence, artificial 

intelligence and machine learning have an 
important role to play today and in the fu-
ture. Nonetheless, differentiating between 
legitimate and radical content may, as such, 
require a wide range of tools, both com-
puter and human-based, to not falsely flag, 
block or remove legal content. Thus, there 
is an inherent risk that automatic removal 
without a human reviewer in the loop may 
lead to the removal of content from human 
rights groups trying to document crimes or 
hinder law enforcement and national intel-
ligence and security agencies from gathering 
valuable intelligence.22

There is also a discussion to be had re-
garding integrity and overall user privacy. 
The collection of user generated content may 
involve users that are not suspected of (com-
mitting) any crimes. Thus, it may be illegal 
in some countries to even collect and store 
such data for any length of time by law en-
forcement. Although there is an opening for 
a common law within the European Union 
requiring operators to delete reported ex-
tremist content within one hour while at 
the same time excluding content published 
for research or educational purposes. This 
in turn means that there is a need for con-
tinuous ethics and judicial discussions on 
where to draw a clear line that does not 
risk researchers or ordinary citizens getting 
caught in the crossfire.

Restricting access to 
radicalising content
During the early 2000s, the internet was 
seen as a “lawless” realm where the us-
ers were free to reign and form their own 
world. The internet did not know national 
boundaries and regulations were loose (if at 
all existing). The infrastructure as such has 
been regarded as a vital part of free speech 
and attempts to force internet providers in 
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moderating content has been met with re-
sistance. Instead, the regulation has been, 
with few exceptions, conducted by the users 
themselves on forums, in chatrooms and so 
forth. This in turn led to various ideological 
corners being formed where like-minded peo-
ple could discuss topics without having oth-
er people disturbing the peace. During this 
period, the era of filesharing began where 
anonymous users could share music and 
movie-clips through special software.

With this development the internet started 
to experience the sharing of audio and film 
clips through “hubs” of users. Before, a user 
needed to get invited and provided with a 
password to be able to connect to the other 
users. However, the introduction of social 
media platforms connected users and com-
munities more effectively as the platforms’ 
algorithms developed, turning the platforms 
into amplifiers for extremist content,23 such 
as imagery or videos, where religious and po-
litical extremist groups have fully embraced 
the opportunities given to them, and encour-
aging sympathisers to conduct violent acts.

In order to restrict the access to radical 
content, platforms like Twitter, YouTube 
and Facebook have become targets where 
governments demand that the corporations 
systematically remove radical content from 
their servers. Driven by this, the corpora-
tions have created a shared database for 
hash-matching24 that helps detect and re-
move (or at least unlist25) unwanted con-
tent.26 The backside of this development 
was noticed when practitioners documenting 
human rights violations began to observe a 
shift from violent content being online “for 
ages” to instead being gone within one hour 
of publication.27 As such, the term “internet 
never forgets” seems to have become a false 
statement that depends on whether someone 
manages to download content or not before 
the moderation system removes it.

Reed et al put forward four general rec-
ommendations for not amplifying extremist 
content on social media platforms:

1) removing problematic content from 
recommendations,

2) ensuring recommendations are from 
quality sources and providing users 
with more context and alternative per-
spectives,

3) Greater transparency, and

4) further research.28

However, terms like “problematic content” 
and “quality sources” may become too sub-
jective and change over time, especially when 

“quality sources” like established media out-
lets and their connection to political power 
are an established ideological narrative.29  
Providing users with “alternative perspec-
tives” may result in promoting perspectives 
that may not be radical per se but offer a 
perspective that is harmful in the long run.30 
As such, caution is needed when moving for-
ward with restrictions on social media plat-
forms. On one hand there is a risk of being 
too restrictive and as such becoming an issue 
of free speech on the internet, while on the 
other hand not being proactive may contin-
ue to amplify radicalising content.

The crack-down on extremist content 
has in turn led to extremist groups moving 
on to encrypted platforms like Telegram 
where the insight from the outside world 
is limited.31 Conway et al concludes that 
the movement from Twitter to Telegram 
indeed sliced the numbers of users exposed 
to extremist content but may also create an 

“echo chamber”32 since the control over us-
er access is now greater than before.33 The 
large number of “bots and channels” being 
blocked by Telegram34 indicates that ex-
tremists’ users have found a platform they 
prefer. As such, extremist groups will find 
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alternative channels to broadcast their con-
tent when one platform starts to restrict their 
content, as well as spreading their content 
on several platforms in order to maintain a 
powerful image.35

This means that the content gets harder 
to find, restrict and trace due to encryption 
and fragmentation. However, this also im-
plies that it becomes more difficult for fol-
lowers of these groups to find radicalising 
content. Just like the filesharing communi-
ty mentioned in the beginning, the “com-
munity” of extremism continuously adapts 
to the changing environment with the ac-
cess to new technology. The introduction 
of blockchain, cryptocurrency and peer-
2-peer-encryption opens for decentralised 
social networks where content cannot be 
removed by the provider and tracing users 
becomes harder.36 Consequently, the ongo-
ing fight to remove extremist content from 
the internet may have to shift focus from 
restricting content into developing offensive 
tools which enable the ability to shut down 
social networking nodes.

Neumann discusses different strategies to 
limit the spread of radicalising content on 
the internet from a U.S. perspective.37 The 
author states that it is impossible to remove 
all extremist content from internet with ter-
abytes of data being transferred every min-
ute, and that even complex systems like 

“The great firewall of China” struggle with 
removing content in near real time.38 The 
ongoing protest in Belarus shows that not 
even restricting the overall internet access 
within a country can fully hinder sharing of 
images and video. Such a strategy would also 
be noticed by other countries and cause con-
cern by, at least, the population. Although 
removing IS-accounts on Twitter has re-
sulted in disrupting the group’s activities 
on that particular platform, there is a lack 
of empirical data available on whether such 

disruption operations have any long-lasting 
effect in limiting the exposure of radicalising 
content on a strategic level.39

All in all, there is a conflict between pro-
tecting free-speech laws (that differs between 
nation states) and the desire of hindering 
individuals from posting radicalising con-
tent online. Ethically there is a difference 
between detecting content and the users that 
disseminate radical content and restricting 
their access to various platforms or even 
the internet as such without involving the 
justice system. Also, data presented by Von 
Behr et al shows that only a small amount 
of reported content was actually removed by 
law enforcement in the United Kingdom in 
2012.40 This implies a disconnect between 
real world policing and the policing con-
ducted online.

Countering the narrative
It lies in the extremist groups’ interest not 
just to be able to share their narrative un-
hindered, but also be able to control and 
shape it to their benefit. Yet, it is not suffi-
cient to just send out messages, or even start 
an argument with extremist supporters, and 
claim to be countering a narrative. A nar-
rative should be understood as something 
more complex than just the message by it-
self. Ruston defines the term “narrative” as 

“systems of stories structured in such a way 
as to make meaning about the world around 
us”. It could also be understood as a cogni-
tive process in which the receiver structures 
the information in cause, effect, and conse-
quence.41 Hence, the challenge in counter-
ing a narrative is not only in addressing a 
statement or limiting the spread of content 
on social media. There within lies a greater 
challenge in influencing the cognitive process 
(cause, effect, consequence), which in turn 
requires various methods and techniques.
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Braddock suggests that even though violent 
extremism as such is unusual, the methods 
used to persuade an audience may not be 
any different from how politicians work.42 
Neumann argues that one important measure 
is overall to reduce the demand for radical 
and extremist messages, which may be ac-
complished by education, mainly of young 
people, confronting and discrediting nar-
ratives.43 Both studies imply that society 
plays a critical role in not just educating 
young people in the classroom, but also in-
oculating them to become resilient towards 
radicalisation. There may also be a need to 
analyse how media communicate around 
certain events, and which effects they may 
have on the overall narrative.

According to Baugut and Neumann 
radicalisation can be halted (and even re-
versed) when news media that clearly differ-
entiated between Islam and terrorism was 
exposed to the radicalised individual.44 As 
such, there may be a need for gathering infor-
mation about the radicalising narrative and 
comparing that to the mainstream media’s 
overall message since it may be correlating 
and with that confirming the individual’s 
perception of the world. However, as the 
authors also point out, this requires that the 
individual be exposed to these types of mes-
sages. A common ground for both religious 
and political extremism is to quickly tie the 
individual to the group and shield that per-
son from the outside world, which decreas-
es the chance of a person being reached by 
a “de-radicalising” message.

Lewis claims that online personalities using 
YouTube as a platform and inviting radical 
individuals to their channels, in fact helps 
nurture and spread radicalising narratives.45 
This means that the popular notion in that 
every perspective should be given equal op-
portunity to speak their opinion may in fact 
be counter-productive and instead lend cred-

ibility to the radicalising narrative, at least 
in a social media context. Nevertheless, this 
should not be interpreted as a proposition 
that journalists should start lying, or not re-
porting events that may feed into a radical 
narrative. Such a suggestion would not only 
be unethical but also undermine the credi-
bility of independent media and as such the 
foundation of democracy. Thus, self-censor-
ing would be counter-productive and further 
play into the hands of the extremist narrative.

The news media does play a role when it 
comes to antagonising radicals, ridiculing 
their ability to conduct acts of terror.46 The 
act of using humour to belittle extremists is 
not uncommon and may take many forms on 
the internet through memes, taunting vide-
os, or songs. It may be performed by “infor-
mal” actors like private citizens lashing out 
against radical narratives that they do not 
approve.47 This type of act may be based on 
the individuals own strong ideological posi-
tion, and as such may only reach users that 
already share that view.48 However, infor-
mal actors may prove to be an invaluable 
asset in countering narratives due to their 
own strong beliefs, a form of crowd-sourced 
detection and counter-narrative tool. These 
individuals may even be able to reach into 
forums that require an account or encrypt-
ed channels that are potential gateways to 
extreme content, and through that access 
influence individuals at risk of becoming 
immersed in radical content, thereby offer-
ing an alternative group for the individual 
to feel a part of, or at least a different per-
spective on current topics.49

There exist several examples where gov-
ernmental programs have failed in being 
able to show efficacy in turning people away 
from extremism and highlighted that these 
types of programs may have marginalised 
Muslim populations. Strategies in counter-
ing narratives (and as such radicalisation) 
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need to be grounded in research where data 
can be brought forward to support claims, 
which seems obvious in writing but some-
how seems harder to implement in practice. 
Since the image (both in the meaning of ap-
pearance and as a graphic representation of 
an object) seems to be of great importance 
for extremist groups, an overall weakness 
with the reviewed literature is that imagery 
(and the narrative it carries) is not discussed 
at any great length. It stands to reason that 
when communication occurs through care-
fully produced videos or elaborately designed 
photos, the countering of that communica-
tion needs to adapt and transform into the 
same design, at least visually.

Conclusion
The effectiveness of counter-radicalisation 
schemes has been questioned throughout 
the years. The literature reviewed in this 
article is just a snapshot of an ever-growing 
research field that also is diverse in nature. 
As such, not only academic researchers are 
interested in the field, doing studies, and 
writing papers. Even though the majority 
of articles used in this review derives from 
journals, there lies a value in also acknowl-
edging “white papers” from researchers and 
practitioners connected to various institutes 
as well as tech companies. Firstly, due to 
the fast-paced nature of internet and tech-
nology may render studies obsolete within 
years or even months. As such “white pa-
pers” may provide insights, explaining cur-
rent trends and point towards possible fu-
ture developments within a specific field of 
study. It should be noted that these papers, 
even though not peer-reviewed, still rest on 
a scientific methodology when referencing 
to specific events as well as being reviewed 
by subject matter experts before publica-
tion. Secondly, “white papers” provide a 

perspective on how future policies adopted 
by governments could look on a practical 
level, thus, explaining why academia also 
from time to time refers to these papers when 
gathering information and empirical data.

The area of social media as a radicalis-
ing instrument is of great interest for not 
only governments but also the companies 
that provide the platforms and the society 
that share the cyberspace with extremists. 
Radicalisation is a process involving not just 
the individual and the content, but also the 
method of delivering the content (internet 
and social media) and a narrative (the infor-
mation structure of cause, effect, and con-
sequence). Hence, there is a need for a ho-
listic approach in preventing radicalisation 
online, not just focusing on restricting the 
content or blocking users. With every restric-
tion the extremists find either a new way of 
disseminating their content to followers on 
the current platform or move on to a new 
one, circumventing the filter.

This means that the feeling of victory for 
the society will be short lived and adds to 
the dangerous illusion of handling the issue 
of online radicalisation, especially in the fu-
ture when extremist groups may move on to 
de-centralised platforms enabled by block-
chain and peer-2-peer technology. This will 
require state and non-state actors to devel-
op tools that can assist in detecting and dis-
abling these platforms. The need for quick 
and accurate detection opens the doors for 
machine learning and artificial intelligence 
becoming vital in process of detecting and 
countering radicalising content. However, a 
human in-the-loop is still required, not only 
to add context knowledge due to changing 
language but also detecting and validating 
the use of “neutral” language used by cer-
tain users and as such offering a “second 
opinion” to the machine.
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Overall, the sharing of both violent and 
non-violent extremist content relies on there 
being a demand. When an individual mor-
ally disconnects from society a threshold is 
passed in the process of becoming radical-
ised. As such, informal actors, such as private 
citizens and independent organisations, can 
help in countering radicalising narratives as 
well as picking up individuals that are on the 
path to becoming extremists. Nevertheless, 
societies and the educational systems play 
an important role in educating and inocu-
lating young people and sensing when an 
adolescent may be at risk. This in turn may 
help in building cognitive resilience when 
the individual encounters a radical narrative 
online. However, caution is warranted when 
the narrative focuses on the state and media 
acting maliciously in conjunction with each 
other. Moderation may also become more 
difficult as spreaders of extremist content 
may adopt a “neutral” style of language 
which could be used against social media 
platforms under the pretext of free speech. 
This also means that removing content or 
restricting access to platforms further adds 
to the narrative, confirming what the indi-
vidual thinks he or she already knows.

There is no way of knowing how social 
media will develop, or where the majority of 
internet users will spend their time in the fu-
ture. It is however highly likely that extrem-
ist groups and radicalising content will be 
present wherever maximum exposure can be 
guaranteed. Thus, there will be a continuing 
need to study how users interact (talk, share 
information etc) on the internet and social 
media, and how extremist groups use new 
technology within the realm of cyberspace.

Suggestion for future research
Though studies suggest approaches like 
moderation or using informal actors when 

countering radicalisation online, there is a 
gap within the field in measuring if, and to 
which extent, these recommendations have 
any effect. This gap derives from a lack of 
available empirical data on whether disrup-
tion operations have any long-lasting effect 
in limiting the exposure of radicalising con-
tent on a strategic level on social media plat-
forms. A gap that may be hard to close due 
to complications regarding how to measure 

“success” within this subject area since such 
success may be operationalised differently 
by different state actors. However, with in-
dications that the process of radicalisation 
can be reversed there is a need to probe that 
area thoroughly.

Since informal actors, such as private cit-
izens, can directly interact with radical users 
online there is a need for examining if these 
interactions raise the risk of further spread-
ing radicalising content. Also, there is a need 
to investigate if these interactions, especially 
those which ridicule extremists, carry some 
risk of physical harm to the individuals in-
teracting with radical actors. It is possible 
to draw conclusions from citizens’ engage-
ment with organised crime such as Mexican 
cartels which have shown themselves more 
than able to locate and harm twitter users 
within the country. Ergo, if citizens risk being 
harmed due to social media activity there is 
a need to identify such risks and adopt tools 
to prevent violent acts.

With new technology being presented in a 
rapid pace, there is a need for further coop-
eration between academia, government agen-
cies and the practitioners (i.e. tech companies) 
in identifying potential areas of interest for 
extremists. Particular areas of interest are 
the use of new platforms for communicat-
ing, technology that supports the dissemi-
nation of material or even the development 
of language. Understanding the interests of 
extremists in general could act as a method 
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in detecting individuals or groups at risk of 
becoming radicalised.

The literature reviewed has a clear focus 
on locating radicalising content on the inter-
net, and detecting users spreading that con-
tent on various platforms. Consequently, it 
seems clear that there exists a solid ground 
both methodically and technologically how to 
proceed in finding content and users. Future 
research needs to be concentrated elsewhere 
such as understanding how narratives are 
being crafted online and how a single post 
going viral on social media can influence an 
individual to commit violence.

All in all, research findings within this ar-
ea need to be brought forward to the public 
and politicians, enabling a debate about in-
ternet regulation, privacy, and free speech 
as well as policymaking based on research. 
The future of (online) democracy may de-
pend on it.

The author serves as a Sergeant first class 
in the Swedish armed forces and is current-
ly completing a master’s degree in political 
science.
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