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D I S K U S S I O N  &  D E BAT T

On the following pages there are comments 
concerning terrorism, organised crime, major 
accidents and natural catastrophes. There is an 
emphasis on terrorism because it seems to be 
more mainstream in security and is more com-
plicated due to its antagonistic character only. 
Major crimes and accidents are taken into con-
sideration. Man-made environmental problems 
like climate change are not being considered in 
this project. There are good reasons for discuss-
ing terrorism, organised crime, accidents and 
natural catastrophes in the same project de-
pending on a possible overlap when it comes to 
countermeasures.
	 The	final	section	deals	with	a	comparative	as-
sessment of  threats and risks.

Terrorism
Introduction

The terrorist attacks against New York and Wash-
ington on 9/11 2001 were a shock for the Ameri-
cans. Powerful countermeasures  were taken to 
defend the USA against further terrorist attacks. 
Abroad,	there	were	assaults	first	against	al-Qai-
da’s bases in Afghanistan and then Iraq. Domes-
tically, the activities concerning counterterrorism 
were strengthened and coordinated. The Presi-
dent proclaimed the “Global War on Terrorism” 
and subsequently the “Long War”. The actions 
abroad have not been completely successful. Af-
ter some initial success in Afghanistan, problems 
remain within the larger area of  Afghanistan – 

there	does	not	seem	to	be	an	established	defini-
tion of  threats and risks. I suggest the following 
distinction:
•	 threat

Emanates from an actor such as, for example, 
a terrorist or a criminal. Threat is antagonistic. 
This means that the threat can adapt to (try to 
avoid) our countermeasures.

•	 risk
Emanates from an act of  God. Examples 
could be accidents, natural catastrophes and 
contagious diseases.

Threats could be analysed in different dimen-
sions, for example: 

•	 actors
Different types of  terrorists and criminals.

•	 goals
Political or religious (terrorists), economic (cri-
minals). There could also be grey zones bet-
ween terrorists and criminals with mixed goals.

•	 targets
Personnel, infrastructure, data handling sys-
tems…

•	 means
CBRNE, cyber warfare, small and light  
arms.

•	 dynamics
Changes of  targets and means depending on 
the results of  deeds and countermeasures. In 
a longer time perspective, there could also be 
changes due to technical development, for ex-
ample in the bio-area.

Assessments of  Security Threats and Risks*

by Jan Foghelin

* The paper is one of  the author’s contributions to the EU FP 7 project CRESCENDO



150 151

D I S K U S S I O N  &  D E BAT TNR 4 NOvEMBER/DECEMBER  2010

In this scenario, the level of  violence is decreas-
ing (even if  a zero-vision is not considered feasi-
ble). The reason for this is a successful double-
track strategy using tough countermeasures (e.g. 
intelligence	including	infiltration)	in	combination	
with measures against root-causes. Even in the 
situation with decreasing violence it has been 
possible to keep resources for countermeasures 
on a high level. Endurance is important in order 
to be successful.

•			Terrorism	as	part	of 	a	modus	vivendi

In this scenario our citizens have de facto ac-
cepted terrorism on a low level as a part of  life. 
Even if  our societies are very sensitive in the 
security area, a low level of  terrorism is consid-
ered acceptable in relations to other dangers. 
Even if  you try to take countermeasures against 
root causes it is almost impossible to avoid all 
the frustration which, in some cases, can result 
in terrorism. What is considered important by 
the citizens in this scenario is to avoid all forms 
of  catastrophic terrorism (e.g. NB). There is a 
high priority put on all countermeasures against 
catastrophic terrorism.

•   An upward spiral of  counter measures 
In this scenario, a number of  serious terrorist 
attacks leads to a kind of  panic. The pressure 
on politicians to do something becomes high. 
The demands on countermeasures which will 
give near-term results are high. In spite of  Dra-
conian countermeasures, there is no end to ter-
rorism. The combination of  troublesome (in 
many dimensions) countermeasures and dan-
gerous terrorism is a situation sought for by the 
terrorists. Ruthless countermeasures give the 
terrorists	ample	opportunities	for	justified	com-
plaints. Martyrs could be created. There will be 
an emerging group of  citizens who dislike the 
“Control Society”.
 Breaking the upward spiral is not an easy task. 
The shift of  paradigm towards restraint and con-

•	  Protection of  targets (e.g. infrastructure)
•	  Surveillance (CCTv, etc.)
•	  Scanning (luggage etc.)
•	  Security solutions for networked data sys-

tems.

To illustrate what could be meant by dynamics, 
some scenario examples will be given,9 although 
they do not claim to be true. Their purpose is 
only to stimulate the thinking about action-reac-
tion mechanisms.

•				A	spiral	of 	increasing	terrorist	violence

This scenario describes a vicious circle. The 
terrorists get positive feedback from their sup-
porters by committing deeds with an increasing 
number of  casualties. Even CBRN-means will 
be used. The mass media describe the horrors 
without providing any ideas for possible coun-
termeasures and this worsens the situation. The 
countermeasures taken by our democratic soci-
eties are often a step behind the terrorists. The 
countermeasures undertaken are mainly reac-
tive, i.e. are aimed at avoiding previous types of  
deeds. With changing tactics from the terrorists 
this is not good enough.
•
    

Copycat

This scenario, like the previous one, describes 
increasing violence from the terrorists. The in-
creasing violence, however, is not accomplished 
by more casualties in each deed but by an increas-
ing number of  the same type of  deed. Suicide 
bombers using simple explosive devices could be 
one example. This type of  activity does not need 
any complex organisation. It is more a question 
of  being inspired by others. Small independent 
groups	are	difficult	 to	counter.	 In	 this	scenario,	
our	societies	have	difficulties	both	in	agreeing	on	
shortterm countermeasures (an expensive, “con-
trol” society…) and on measures for reducing 
root causes. 

•			A	spiral	of 	decreasing	terrorist	violence

Pakistan. It is doubtful whether the Iraq opera-
tion has reduced the threat of  terrorism. There 
not having been any new successful terrorist at-
tacks within the USA since must be considered 
as a great success for the counterterrorism meas-
ures that were adopted within the USA.
 The reactions in Europe to the 9/11 attacks 
were initially those of  understanding and support 
towards the USA. Soon there appeared, however, 
some criticism towards an American overreac-
tion. Especially the Iraq operation was criticised 
by several countries in Europe. One reason for 
this criticism was that many countries in Europe 
have been forced to learn to live with terrorism 
for a long time. Major terrorist attacks in Europe 
(Madrid, London) have, however, meant that 
Europe has successively taken counterterrorism 
more seriously. 
 One can possibly say that there is sort of  con-
vergence between the assessments of  terrorism 
in the USA and in Europe. The USA downplays 
the threat somewhat while Europe does the op-
posite.
 Today, terrorism is still assessed as being a se-
rious threat both in the USA as well as in Europe, 
even if  it has, to a certain extent, had to make way 
for	 the	financial	 crunch	of 	 climate	 change	 and	
energy problems.
 Terrorism is obviously not only a problem for 
the USA and Europe. Other parts of  the world 
have problems with terrorism as well.
 Before any clusters of  problems concerning 
terrorism are dealt with it could be worth trying 
to	define	terrorism	in	more	general	terms.	Much	
of  what has been written about terrorism since 
9/11	has	for	obvious	reasons	dealt	with	al-Qaida	
more	 specifically	 or	 somewhat	more	 in	 general	
about Islamic terrorism. This is also the case for 
this paper. Terrorism is, however, not a new phe-
nomenon; it has its roots far back in history. al-
Qaida	has	many	characteristics	in	common	with	
other terrorists but also some special characteris-
tics.
	 There	 is	 no	 universally	 accepted	 definition	

of  terrorism.1 One reason for this is that the 
perspectives on terrorism can be very different. 
What some consider as being a serious crime, 
others could consider as being the only available 
means for the good of  the cause. Some charac-
teristics of  terrorism2.

terrorism. The use of  force or the threat of  
force by organized groups too weak to use 
other methods in an effort to achieve politi-
cal goals with attacks directed towards a tar-
get audience that involves non-governmental 
actors.

One can say that terrorism is a chosen tactic 
when there are no other alternatives.3  Structure 
and organisation depends on the type of  terror-
ism.4 Surprise is very important for the impact of  
terroristic deeds.5

Dynamics
Terrorists can, referring to their political goals, at-
tack different targets with different means.6 The 
political goals are often general and on a high 
level. There are no practical possibilities to de-
rive	specific	targets	and	means	from	such	goals.	
One goal for the terrorist could be to frighten 
and to plant uncertainty among the citizens – un-
certainty concerning time, place and means for 
a (new) attack7. An overreaction in the form of  
costly	countermeasures	and	sacrificing	civil	liber-
ties can be in the interest of  the terrorist. Overre-
actions give the public the idea that the politicians 
are not in control of  the situation. It is, however, 
difficult	 from	 the	 government’s	 side	 to	balance	
the countermeasures. To do little or nothing after 
an	attack	could	be	devastating	for	the	confidence	
of  the public, especially if  there will be another 
disaster of  the same kind.
 Examples of  countermeasures which could 
be taken to reduce the risks of  attacks from ter-
rorists are:

•	 	 Intelligence	(efficient	if 	you	manage	to	in-
filtrate)8
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movement. As the successes vanish, so 
will the movement’s appeal to the young, 
who will look elsewhere for inspiration.

•   Eliminate Discrimination against  
Muslims
European countries must provide their 
Muslim immigrant populations with equal 
opportunities in the labour market, which 
would refute the claim that the West is 
at war with Islam. They must strive to 
eliminate any bias against Muslims and 
treat them on an equal footing with other 
members of  their societies. 
   Any governmental singling out of  the 
Muslim community will be viewed with 
suspicion in these extremely tense times 
because of  the global Islamist terrorist 
threat. Muslims resent being viewed as ter-
rorists by the rest of  the population and 
reject this label. Even measures to protect 
some segments of  the Muslim population 
will be viewed as discriminatory.

Even	if 	there	are	difficulties	in,	taking	root	causes	
into concern it is an important part of  a counter-
measures strategy.

Terrorism and the use  
of  CBRN-means 
If  you look for the means that have been 
used by terrorists up to now for their attacks, 
it is almost only conventional means that have 
been used, such as explosives and small arms. 
There are a few cases when non-conventional 
means have been used (the Tokyo underground 
1995, Anthrax-letters in the USA 2001) as well 
as some examples of  preparations for an at-
tack. However, one cannot exclude the use of  
CBRN-means for the future. Sometimes the 
term WMD is used as a synonym to CBRN. 
Here the term CBRN-weapons has been used 
because all CBRN-means do not have mass de-

ing analysis of  the integration of  Muslims in the 
USA and Europe. It gives a number of  reasons 
as to why the USA has been more successful than 
Europe. Chapter Eight presents ideas for com-
bating global Islamist terrorism.11

•	  Take the Glory out of  Terrorism
The most effective way to remove the glo-
ry from terrorism is to reduce the terror-
ists to common criminals. There is no glo-
ry in being taken to prison in handcuffs. 
No jihad website carries such pictures, as 
opposed to the thousands of  video clips 
of  American military vehicles blowing up, 
as well as martyrs blowing themselves up 
in the vicinity of  uniformed American 
personnel. Arrested terrorists will fade 
into oblivion and no longer inspire young 
people	to	join	the	fight	against	the	West.

•			Diminish the Sense of  Moral Outrage
Counterterrorism measures need to be 
seen as being fair. People who have com-
mitted criminal acts should, of  course, 
be arrested and prosecuted. The popula-
tion understands that  and puts the blame 
on the criminals. It is when Muslims are 
indiscriminately singled out that they be-
come angry. Any campaign against ter-
rorism	 must	 be	 focused	 specifically	 on	
the perpetrators  and not on a more gen-
eral segment of  the population.

• Counter the Enemy’s Appeal
European governments should begin a 
campaign to educate their population 
about	 the	 benefits	 of 	 new	 immigrants.	
Once immigrants are accepted as full 
citizens of  their countries, the friction 
between Muslims and non-Muslims will 
begin to fade away. As long as young 
Muslims sign up, the threat will persist. 
As	the	flow	into	the	movement	dries	up,	
so will the danger. In essence, any threat 
requires some form of  periodic successes 
to inspire new young people to join the 

ing the recruitment from groups that could be 
prone to extremism. The other question concerns 
the priority for countermeasures – the leadership 
of  the terrorist organisation or the recruitment 
of  new terrorists. A third question is where you 
should defend your societies. Should New York 
City be defended in NYC or in Afghanistan?
 The answer to these questions is not either-or 
but both-and. The resources for countermeas-
ures, however, are limited. The time perspective 
is important to take into consideration. In order 
to get an effect of  your countermeasures in the 
near future, you have to use measures that have 
an impact on current terrorist cells. Making re-
cruitment	more	difficult	only	has	an	effect	in	the	
long term.
 Connected to these questions is the mat-
ter of  which root causes there are that initiate 
terrorism. Is it individuals from the upper or 
middle classes who for ideological reasons turn 
against the establishment, or is it persons from 
the	lower	classes	who	are	dissatisfied.	A	hypoth-
esis is as follows:

•	  There are groups in our society that feel/ 
are	badly	treated	and	cannot	find	accepted	
ways (by the society) to improve their situ-
ation. Terrorism can then be seen as a pos-
sible alternative.

•	  A leader emerges who directs the frus-
tration towards certain forms (ideology, 
organisation, activities…) and without a 
broader resonance there will not be a great-
er number of  activities.

A conclusion could be that you must try to do 
things to reduce/eliminate the roots of  the frus-
tration.
 Still, the question of  terrorism emanating 
from the grass roots or from the top leadership is 
under discussion.10

 Sageman discusses in his book the matter of  
root causes. Chapter Four contains an interest-

tainment	is	difficult	to	make.	

•  Technology race in the bio-area

Bio-technology	 is	 a	 dynamic	 field	 of 	 research	
and development. The use of  bio-agents for ter-
rorism has up to now not been successful. The 
production (or theft) of  suitable agents has been 
difficult	and	it	is	not	easy	to	spread	the	agents	ef-
ficiently.	There	is	an	on-going	discussion	whether	
or not modern technologies will facilitate the pro-
duction and spreading of  bio-agents by terrorists. 
Looking at the problem from an attack-defence 
point of  view you can also ask how modern bio-
technologies can improve the defence side (rapid 
detection, new vaccines, etc.). This scenario is 
about a type of  arms race in the bio-technology 
area. Important question are how to reduce pos-
sible capacities on the terrorist side and how to 
improve defence systems.

•			New types of  terrorism
Historically, terrorism of  a certain type has 
disappeared after some decades. The terrorists 
have either reached their goals or have realized 
that they have failed. To be able to prevent 
new terrorists from emerging (new means and 
targets), there should be activities directed 
towards	the	identification	of 	pre-terrorism	
activities.

•			Ruptures

The examples above describing developments 
in a certain direction of  great interest are, of  
course, for the defender to break an unwanted 
development. On the terrorist side, there is the 
opposite desire. Possibilities for creating rup-
tures in the examples should be added.

Root Causes
There are some eternal questions concerning 
counterterrorism. One question concerns a po-
tential choice between pursuing the terrorists (in-
telligence, police activities in general) and reduc-
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way.
•	  For small terrorist groups operating ac-

cording	 to	 the	model	 inspired	 by	 al-Qaida	
without	 any	 closer	 affiliation,	 the	 techni-
cal	 knowledge	 and	 financial	 resources	 are	
mostly small. Conventional explosives and/
or small arms are the only available means 
for such groups.

The incidents in Mumbai, when small arms were 
used, can give rise to the question if  this is a new 
type of  terrorism coming after suicide bombings. 
The last decade has been dominated by suicide 
bombers. The terrorists, however, try to renew 
themselves, which could imply choice of  targets 
or means. At the same time, targets and means 
come and go and small arms are not something 
new in the history of  terrorism.16 It is important 
for the terrorists to achieve surprise.17 A problem 
with surprise is that it seems to involve shorter 
lead times for the attacker (terrorists) than for the 
defender (the society at large).
 The incident in Mumbai also raises the ques-
tion concerning the difference between terrorism 
and guerrilla/insurgency on the attacker’s side 
and between the police, gendarmerie and the 
army on the defending side. Even if  you can de-
fine	differences	with	certain	criteria18 it could be 
so that we are entering into times of  more bor-
derline cases.

The cyberspace can be used by terrorists in a 
number of  ways:

•	  Keeping together and in general adminis-
trating the often networking terrorist organi-
sations.

•	  As a mean of  spreading information; from 
interpretations of  the Koran to practical ad-
vice concerning the production and use of  
explosives.

•	 	 Financing	 terrorism.	 Two	 profitable	 areas	
for organised crime are the smuggling of  
narcotics and cybercrime. The methods 
could be the same for criminals and terror-
ists even if  the ultimate goals are different.19

•	  Disturbing crisis management after a terror-
ist attack, for example by spreading disinfor-
mation on the net.

•	  As one way of  disturbing important societal 
functions, cyber attacks can directly contrib-
ute	to	the	fulfilment	of 	the	primary	goal	of 	
the terrorists by destabilising the society and 
reducing the citizens’ trust in their political 
leadership.

The future of  terrorism
In the introduction to this article it was men-
tioned that terrorism from a historical print of  
view is no new form of  activity. In our contem-
porary history we have had some waves of  ter-
rorism since the end of  the   19th century (Rus-
sian anti-czaristic terrorism at the end of  the 19th 
century, anarchistic terrorism towards heads of  
state at the beginning of  the 20th century, terror-
ism as an element of  decolonisation after WW 
II).

	 Terrorism	 is	 by	 nature	 difficult	 to	 predict.	
Terrorism	 is,	 among	 other	 factors,	 influenced	
by global development and the development of  
technologies. There are action- and re-action pat-
terns	which	are	difficult	to	analyse.

Assessments	in	spite	of 	difficulties:

•	  Drawing a historical parallel, today’s domi-
nating terrorism (Islamic) will disappear 
(first,	the	al-Qaida-influenced	one).	This	will	
probably happen earlier in the USA than 
in Europe. The USA has a better defence 
against terrorism and a better integration of  
immigrants than Europe. The end of  Islam-
ic terrorism will not, however, mean an end 
to terrorism as a tactic.20 

•	  New frustrated groups can make a choice 
of  terrorism as a tactic. To be able to pre-
vent terrorism in order to develop a broad 
activity of  intelligence is needed. The in-
telligence must be able to identify dissatis-
fied	groups	at	an	early	 stage,	which	could	

struction effects. These means are very different 
when it comes to effects, availability (to buy or 
to produce) and operational use.
 The assessments of  the terrorists’ possibilities 
to use CBRN-means have changed over time and 
between pundits. Concerning bio-weapons, for 
example,  it has occasionally been said that it is 
not a question of  if  they are going to be used 
by terrorists but when. Some experts are alarmist 
concerning nuclear weapons terrorism, whereas 
others disregard the possibility. Empirical data 
for these assessments seems to be fragile. To a 
certain extent, this is understandable depending 
on the problems of  getting reliable information.
 Possible reasons as to why there have not 
been any very serious CBRN-incidents could be:

•	  You can achieve enough casualties and pub-
lic attention by more easily available conven-
tional means.

•	  For most of  the CBRN-means, it is a more 
complex operation of  obtaining them (by 
theft, by production…). It is necessary to 
involve more people, which will increase the 
risks of  being noticed by the intelligence ser-
vices.

•	  The risk of  the terrorist failing in the attack 
is greater if  new, and, for the terrorist, un-
tested means will be used.

•	  The uncertainties associated with an attack 
are great in any event. There is no desire to 
increase them.

•	 	 The	control	of 	fissile	material	 is	good	and	
must be kept that way.12 There are problems 
for terrorists in getting access.

Today you can classify the use of  CBRN-means 
in the category of  low risk – high impact.
 In the future there could, however, be an 
increasing risk depending on the following fac-
tors:

•	  There is a need for the terrorists to attract 
the attention of  the mass media. Attention 

by the mass media is part of  their tactics 
but also important for recruitment. The 
necessity “to be seen” can create incentives 
even for the use of  CBRN-means.

•	  Nuclear weapons and the knowledge about 
these is spreading despite the NPT. Nuclear 
energy production is also spreading. These 
trends will probably increase the risk, al-
though it is still low, of  terrorists having 
fissile	material	at	their	disposal.13

•	  Biotechnology is developing and spread  ing 
rapidly. This fact will increase possibilities 
for theft, illegal use of  personnel and ac-
cess to knowledge.

•	  Chemicals, which can be used for the pro-
duction of  explosives, can be bought off-
the-shelf.

Even if  the risks of  proliferation are not great 
they should be taken into consideration.
 For perspectives on CBRN-terrorism, see 
Ranstorp and Normark (Eds).14

Terrorism and the use of  explosives (E) 
and the cyberspace

As mentioned in the section above in Section  , 
explosives	and	small	arms	(firearms	and	mines)	
are the dominating means for causing casualties. 
The reasons for this dominance could be:

•	  Explosives are relatively easy to produce 
from commercially available chemicals. It is 
also fairly easy to acquire different types of  
small arms.

•	  The number of  targets which could be at-
tacked	by	 explosives	 and	 fulfil	 the	 require-
ment of  attracting a great interest from the 
mass media is potentially high. Targets could 
be gatherings of  people, individuals, system 
symbols (parliament buildings, embassies, 
banks, etc.) and different types of  infrastruc-
ture.15 There are no practical possibilities for 
protecting	all	possible	targets	in	an	efficient	
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•	  The breakdown of  computer systems due to 
technical failures (Cyber).

There are similarities between major accidents 
and catastrophic terrorism. The major difference 
is the antagonistic character of  terrorism, which 
makes countermeasures more complicated. 
There are, however, overlaps concerning coun-
termeasures, for example: 

•	  Robust systems that make the probability of  
accidents	low	and	makes	it	difficult	to	dam-
age the system by terrorist deeds (preventive 
actions).

•	  Well-functioning system for the early detec-
tion	 of 	 problems	 (first	 responders,	 detec-
tors). A good capacity for handling the inci-
dent (crisis management).

•	  A planned way of  returning to “normal con-
ditions” (resilience).

Natural disasters
The	most	frequent	events	are	floods	and	storms.	
The most dangerous events (number of  people 
killed) are earthquakes. Other natural diasters are 
the following: tsunamis, extreme temperatures, 
fires,	heat	waves,	blizzards	and	frost.	23

 At least concerning crisis management, there 
are possibilities of  using the same type of  coun-
termeasures as for terrorism and accidents.
 One can discuss if  contagious diseases/pan-
demics should be labelled natural disasters, but 
these are nevertheless mentioned here. Coun-
termeasures against contagious diseases (pan-
demics) in many cases coincide with the defence 
against bio-attacks.

Assessments of   
threats and risks
Some general points of  view 

Making assessments of  very different threats 
and risks is a daring task. How does one com-
pare incidents that take place here and now, but 
are not very dangerous, with incidents that have 
not happened but could happen in the future? 
The alternative to making priorities concerning 
assessments of  threats and risks (and as a follow-
on concerning priorities of  countermeasures) is 
to divide the scarce resources evenly or by lot-
tery. These alternatives are, in my mind, no better 
than making an assessment, even if  it will never 
be free from objections.
 One can increase one’s security by assuming 
a number of  countermeasures. On a more gen-
eral level, there are a number of  principles for 
assuming countermeasures. The examples be-
low are mostly taken from the area of  counter-
terrorism. With the world looking as it does, we 
must have a broader approach.24 Not least, we 
must look into the area of  cyber activities.25 

Time-phases
Countermeasures could be allocated to one or 
several of  the following phases (before, during, 
or after an incident)

•	  prevention (before, trying to avoid)
•	  protection (before, trying to decrease the 

impact if  something happens)
•	  crisis management (reducing the impact 

during and after the incident)
•	  restoration (working to get “back to nor-

mal conditions”)

Or using another vocabulary:
Contest strategy: Prevent, Pursue, Protect and 
Prepare.26

Impact-probability

In general terms, you can make a choice concern-
ing allocation of  countermeasures between:

•	  High probability – low impact incidents.

and seriously disturbing the economy could 
be an initiating step.

Activities of  interest for organised criminals22:

•	 	 “Protection”	 (the	 classical	 mafia	 way	 of 	
earning money). 

•	  Smuggling (weapons, narcotics, cigarettes, 
alcohol).

•	 	 Human	trafficking	and	prostitution.
•	  Selling of  counterfeit goods.
•	  Cybercrimes.
•	  Taking over selected societal functions (for 

example garbage handling).

The combination of  increased globalisation and 
at least not decreasing corruption facilitates in 
many cases organised crime activities.

 There are a number of  areas where actions 
against criminals and counterterrorism overlap, 
for example: 
 
•	  Border control.
•	  Actions against money laundering, money 

transfer…
•	 	 Intelligence,	using	signals	or	infiltration.

From a civil liberties point of  view it could, 
however, be sensitive to use means for several 
purposes. 

Major accidents
Examples of  major accidents:

•	  Accidents in chemical production plants fol-
lowed by a spread of  toxic chemicals in the 
surrounding area (C).

•	  The accidental spreading of  toxic/conta-
gious substances from pharmaceutical in-
dustries or bio laboratories (B).

•	  Accidents in nuclear power plants or radio-
active material processing plants (R).

•	  Accidents in factories for producing explo-
sives (E).

evolve in worst cases for terrorists. It is 
also necessary to be able to better integrate 
immigrants.21 Proliferation of  technolo-
gies offers increasingly better possibilities 
for small groups, even with rather limited 
resources, to acquire means that can have 
catastrophic consequences.

•	  Traditionally, you separate between terror-
ism and organised crime by their differ-
ent goals. Terrorism has political/religious 
goals, while criminals have economic gains 
as their goal. Terrorists, however, can use 
different types of  organised crime in or-
der	 to	finance	 their	 avidities.	Both	 terror-
ists and organised criminals can use skills 
in smuggling, money laundering, and drug 
trading, etc. There are areas where there are 
common interests of  knowledge. Will we 
experience hybrid organisations between 
terrorists and organised criminals in the fu-
ture?

Organised crime

Certain activities of  terrorists and organised 
criminals could be similar. There are, however, 
important differences:

•	  The criminal’s goal is to earn money, while 
the terrorist’s goal is of  a political character.

•	  The criminal normally tries to avoid atten-
tion from the mass media, while the terrorist 
wants attention.

•	  Causing causalities could be necessary 
through criminal activities but it is not a goal 
as it is in terroristic deeds (even if  fear and 
political change are the ultimate goals).

•	  The criminal wants to earn money by ex-
ploiting weaknesses in the societal eco-
nomic	 system.	A	 “good”	mafia,	 how	ever,	
does not want to kill the “animal” on which 
it thrives. There should be some kind of  
symbiosis or parasitism. The terrorist, on 
the other hand, wants to change the society 
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For a discussion concerning threat assessments, 
see Steinhäusler.

C-means

C-means have not often been used successfully 
by terrorists. It is possible for terrorists to ac-
quire C-means. There are uncertainties concern-
ing the effects of  C-means (different environ-
mental	 influences,	 for	 example	meteorological	
conditions). Even if  the impact of  a C-attack 
can be important, it is not really a weapon of  
mass killing (WMK). There are medium to good 
possibilities for defence (detectors, protective 
clothing, etc).
 Chemicals could also spread after an acci-
dent in a factory.
 C-defence (terrorists, accidents) could prob-
ably best be strengthened by improving the crisis 
management	 capabilities	 (early	 indication,	 first	
responders capacity (protection etc. …), planning 
and training).

B-agents

There are great uncertainties concerning B-
means, for example:

•	  There is rapid development in the area. It is 
difficult	to	foresee	the	future	possibilities	of 	
the attacker as well as the defender.

•	  Even if  B-agents are possible as a WMK it is 
difficult	to	know	the	possibilities	of 	spread-
ing and, in general, the “weaponising” B-
agents.

•	  New principles for making vaccines could 
shorten lead times.

•	  Today’s bio-detectors do not function very 
well. New technologies could, however, 
change the situation.

•	  It is not easy to say when a bio-attack is over 
(for example, anthrax spores could live for a 
very long time).

•	  There are important common areas in the 
defence against bio-terrorism, bio-accidents 

and pandemics.

Most important to develop in the bio-defence 
seems	to	be	crisis	management	(detectors,	first	
responders, vaccines…) and restoration.

Radiological means
Protection against radiological material has a 
long tradition in the nuclear agencies and indus-
tries and knowledge in this area is good. There 
are well-functioning detectors (at least for gam-
ma).
 More recently, the idea has emerged that ex-
plosives in combination with radiological mate-
rial could be used by terrorists as “dirty bombs”. 
It will not be a WMK but possibly a weapon 
of  mass disturbance (WMDi). The effect will, 
rather, be on people’s fear of  radioactivity than 
on the physical injuries.
 The defence can be improved by rescue 
teams with the appropriate training and equip-
ment and there will be a need to restore.
 

N-bombs

A crude nuclear bomb could be constructed 
such as the ones that were dropped on Hiroshi-
ma and Nagasaki in 1945. The principles of  nu-
clear bomb construction have been spread. The 
problem,	now	as	then,	is	to	obtain	enough	fis-
sile material. It is beyond the reach of  a terror-
ist	organisation	to	produce	fissile	material.	The	
terrorists have to buy or steal the material (or a 
ready-made bomb). The possibilities of  buying 
or	stealing	fissile	material	can	increase	with	the	
proliferation of  nuclear reactors to many more 
states.32 An exploding nuclear bomb in a city 
will have a real WMK-effect.

Two things could be done to improve defence:

•	  Preventive measures (prevent proliferation 
of  nuclear material at the plants/storage ar-
eas, etc., and during transportation).

•	  Preparations (decontamenation, planning 

•	  Low probability – high impact incidents.

Shortterm – longterm  
counter measures

If  one wants to achieve nearterm effects of  
counter-terrorism one has to use such means as 
intelligence, the police, the protection of  infra-
structure and crisis management.
 If, in the long term perspective, one wants to 
decrease terrorism, other means should be used 
such as integration and equal opportunities on 
the labour market….One addresses the so-called 
root causes.

Security countermeasures by  
possible targets or against sources

To give a practical example: should you defend 
NYC against new terrorist attacks by counter-
measures in NYC or by direct operations against 
possible sources of  terrorism in Afghanistan.27

Action – reaction response

In the reaction model, one looks at recent inci-
dents and takes precautions so that they will not 
be repeated.
 In the action model one looks at possible fu-
ture incidents. Recent incidents could be part of  
the possible incidents for the future. One tries, 
however, to look at a wider scope, for example 
at the scenarios of  new types of  incidents.
 There is a complex discourse going on con-
cerning different ways of  increasing security. 
My subjective and possibly biased interpretation 
of  contemporary trends in the debate is the fol-
lowing:

•	  It is impossible to protect our citizens from 
all possible dangers. 

•	  The state is not the sole party responsible 
for protection. Private companies, the citi-
zens themselves, etc., have their responsi-
bilities. Restoration capacity is important.28

•	  Preventive countermeasures sound very 
tempting. It is, however, more easily said 
than	 done	 to	 find	 countermeasures	 which	
are effective against a broader range of  in-
cidents. That said, preventive countermeas-
ures should not be excluded from the list of  
possibilities.

•	  Countermeasures which are valuable in 
connections with several types of  incidents 
have a clear advantage.29 Examples could be 
a good crisis management capability and a 
well-functioning crisis health care.

•	  There are good reasons for taking counter-
measures against very dangerous incidents 
(such as nuclear and some bio-actions) even 
if  the probabilities could be assessed as be-
ing low.30

•	 	 For	certain	incidents	early	action	of 	first	re-
sponders could be very important to delimit 
the impact. Basic training for a wide range 
of 	possible	first	responders	is	important.

•	  Some of  the most dangerous means are dif-
ficult	to	produce	and	handle	by	small	groups	
without	special	competence	(fissile	material,	
some bio-agents). “Insiders” are the only 
way to get access to these means. vetting is 
important.

•	  Intelligence is always important.
•	  There is a tendency to take already occurred 

incidents more into consideration than inci-
dents that have not (yet) occurred (reactive 
behaviour). This is probably necessary but 
one also has to prepare countermeasures 
against a selection of  possible new threats 
(proactive behaviour).

•	  When making priorities concerning im-
provement of  countermeasures (for exam-
ple R & D for new measures) one should 
take into accoount the strength and weak-
ness of  today´s countermeasures.

Assessments
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Summary

for restoration) for a restoration.

Explosives (E)

Explosives are the most commonly used means 
by terrorists. Explosives seems to be relatively 
easy to acquire and handle even by inexperi-
enced terrorists. Even if  the casualties are not 
at the level of  WMK, they are serious enough to 
make it necessary to undertake ambitious coun-
termeasures.
 The development of  detectors able to trace 
explosives seems to be promising. 

Cyber-attacks
Cyber-attacks can be used by terrorists as well as 
criminals. A breakdown of  an IT-system could 
also be caused by the human factor or through a 
technical break-down. A cyber-attack can cause 
casualties but more often disturbances that will 
be	costly	and	reduce	confidence	in	the	system.	
You cannot exclude the fact that terrorists could 
prefer an attack without causing bloodshed. 
Public as well as private IT-systems could be the 
target of  an attack.
 To reduce the effects of  cyber-attacks one 
can improve the robustness of  one’s IT-system 
and the lead times of  restarting after a break-
down or disturbances. 
 

The author is an engineering director at FOI 
and a fellow of  the Academy.
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