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Our Gloomy Security Environment 
The military as a Security Provider

by Tommy Jeppsson

There are known knowns; there are 
things we know we know. We also know 
there are known unknowns; that is to 
say we know there are some things we 
do not know. But there are also unknown 
unknowns – the ones we don‘t know we 
don't know.1

Donald Rumsfeld

the illustrative words of the Former 
US Secretary of Defense is a masterful re-
minder of the unpredictability of security in 
our time and consequently a clear indica-
tor of complexities involved when it comes 
to the development of military capabilities. 
The ongoing wars in Afghanistan as well as 
in Iraq have clearly shown that it is possi-
ble to circumvent military strength. Weak-
er non-state actors are able to successfully 
challenge the strongest military power on 
the globe as well as its western allies. But not 
only weaker non-state actors think about 
warfare in new ways. A decade ago, two 
Chinese colonels wrote a thought-provok-
ing book which gave the framework of how 
China, by fighting in a smart way and us-
ing every available tool, could challenge the 
US.2 The book, which was originally pub-
lished in 1999 by China’s People’s Libera-
tion Army, represents warfighting theories 
of the utmost importance to be discussed 
as they bring additional dimensions to war-
fare as well as challenges after approximate-
ly 500 years of western dominance when it 

comes to conceptual thinking of warfare 
and warfighting. 
 There is an ongoing debate that points in 
the direction that also states might adapt to 
warfighting strategies, concepts and meth-
ods similar to those used by non-state ac-
tors. The ongoing wars in Afghanistan and 
Iraq offer western militaries real-life expe-
rience concerning strategies and tactics, 
which certainly creates a blurred distinc-
tion between what is characterized as reg-
ular and non-regular warfare and between 
what is defined as conventional and uncon-
ventional.
 Also, there seems to be an urgent need for 
looking closer into a deteriorating domes-
tic security situation in many bigger cities 
in North America and Europe. Here we can 
clearly see an amalgamation between con-
cepts favoured by actors using violence in 
order to reach political objectives as well as 
by violent criminal gangs in order to make a 
profit. A key subject is therefore to what ex-
tent this development will reflect traditional 
roles between the security providers of the 
state. 
 How western militaries should cope with 
changes that take place rapidly in order to 
become proactive instead of reactive against 
adversaries, be they state or non-state ac-
tors, using traditional as well as non-tra-
ditional concepts, tools and methods is the 
core question in order to restore effective-
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ness and by so doing also credibility to mil-
itary organizations. The subject is huge. 
Consequently, the ambition of this article is 
to focus on a few factors estimated to be of 
significant importance for the development 
of the military. The perspective is Europe-
an with some comments made on Northern 
European/Scandinavian issues. 
 The discussion concerning in what main 
direction the military may navigate will cov-
er three subjects. The first is about present 
and future threats and their consequences, 
where the core message is that in many ways 
the future is already here. This part of the 
chapter also looks into some consequenc-
es of these rather blurred or foggy threats 
that could be identified as consequences of 
globalization and connects them to nation-
al security. The second subject discusses so-
called hybrid wars, the role of technology as 
well as resources. Both have a certain impact 
on the militaries’ ability to handle a number 
of those “futuristic” challenges already fac-
ing us today. Special attention is given to the 
human factor versus technology as well as 
the need to transform militaries to become 
more adaptive and learning-oriented. The 
third subject concerns the question about 
what kind of military we might need in the 
future. Partly, this is done in the framework 
of a categorization of threats that could be 
foreseen to have a deep impact on the mili-
tary, partly it is done from the perspective 
of increased interconnectedness between the 
local, state, regional and global levels. 
 The word ‘future’ is central to the content 
of this chapter. Due to the fact that the word 
itself has no defined end there is a need to be 
precise in order to have the discussion and 
arguments based on a timeframe that is rea-
sonably possible to forecast. A period of ten 
years has been viewed to be sufficient. 

Future threats and their conse-
quences are already with us

Here, three lines of argument are exam-
ined that seem to form the basis from which 
present perceptions about threats derive. 
These three overarching views have received 
a lot of attention by scholars as well as by 
those responsible for shaping the security 
tools of nations. They seem to have in com-
mon a conviction that in our time a safe na-
tion, European or non-European, Nordic or 
non–Nordic, is unthinkable to imagine if the 
surrounding environment is unsafe. Here it 
is argued that the ongoing socio-political 
trend towards more and more multicultur-
al societies will have a significant impact on 
our future security environment, and, con-
sequently, has to be touched upon. 
 The first line of argument is identical 
with Sir Rupert Smith’s views, expressed 
in his book The Utility of Force3 where he 
sees war amongst the people more than war 
between nations as the future challenge for 
western armed forces. This seems also to be 
the view of most European governments at 
present, where the militaries on our conti-
nent, since the early 90’s, have been trans-
formed or still are in the process of becoming 
so, towards expeditionary concepts. These 
forces are frequently used in order to cre-
ate a safe environment in stabilization oper-
ations outside one’s own territory in which 
societal reconstruction in countries close to 
becoming failed states, or in countries that 
are already failed ones, can take place. The 
EU Battle Group, the Nordic Battle Group, 
as well as other capabilities with which ex-
tended range is reached, are designed for 
out-of-area operations in an environment 
characterized by war amongst the people.4 
 Contrasting from the views of Sir Rupert 
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is the second line of argument communicat-
ed by Colin S. Gray5 who argues that wars 
between nations are still probable, not least 
as a result of the added effects that can be 
foreseen from climate change, deforesta-
tion, desertification, lack of arable land 
and an increasing stress on water sources as 
well as rising competition for energy. At the 
same time, the number of people living on 
the globe is increasing. Gray is supported by 
Robert Kagan6 who states that, also in the 
future, our world will be characterized by 
conflicts driven by nationalism and histori-
cal rivalry. Gray’s and Kagan’s views raise 
the question if there has been too great a dis-
armament by most European states, includ-
ing Denmark, Norway and Sweden, when 
it comes to the ability for fielding extended 
military capabilities if needed. The focus for 
most nations is at present stabilization oper-
ations, which at least to some extent reflects 
the tendency to extrapolate the present sit-
uation into the future. It could be argued 
that by a narrow focus on the present se-
curity situation, the obvious consequence 
is that even more emphasis is put into on- 
going operations with the risk that long- 
term strategic perspectives are lost. In addi-
tion, it is argued here that for a world like 
the one characterized by Gray and Kagan, 
a useful military instrument needs warfight-
ing capabilities far above the level that Den-
mark, Norway and Sweden, as well as most 
European countries, possess today.
 Gray’s and Kagans views that climate 
change may represent a real threat to in-
ternational stability is emphasized by Hew 
Strachan who adds the inter-state dimen-
sion. Challenges associated with this mega-
trend such as the shortage of water, arable 
land, and energy will most probably ef-
fect the wealth of nations as well as indi-
viduals, will have have a certain impact on 
health as well as it will lead to migration 

on a scale never witnessed before.7 Strach-
an argues that national frontiers, in an en-
vironment characterized by the competition 
of shrinking resources and curbing popu-
lation figures, will increase in importance. 
Climate change in itself does not lead to 
war but there is a need to realize that the 
potential for disputes that might originate 
from it can trigger interstate wars.8 When 
it comes to the question of energy resourc-
es such as oil and gas, there seems to be a 
need to acknowledge the need for, not only 
Denmark and Norway but also for Sweden 
and Finland, to realize and involve the mili-
tary dimension when dealing with territorial 
claims to resources exposed by the melting 
Arctic ice cap, but also when it comes to the 
increased importance of the Baltic Sea as an 
energy supply route. 
 An analysis made by Vincent Desportes9 
concerning the evolution in contemporary 
warfare is partly in line with that of John 
A. Nagl10 and David Kilcullen11 who, like 
Sir Rupert Smith, believe in an increase in 
interstate wars. However, Desportes goes 
further by not only emphasizing the need to 
defend our interests and stabilize the situ-
ation in trouble spots or what he calls the 
”external circles”, but also argues for the 
need to, if necessary, defend while with-
drawing to the ”intermediate circles” before 
putting up a firm defence of the ”innermost 
circles”,which is about defending Europe 
and the home country. However, he is very 
clear that the aim of defence is to ensure that 
security is first established at what is char-
acterized as ”the front line”, that a proac-
tive concept is critical and that those ”front 
lines” are geographically often to be found 
far beyond European national borders.12 It 
is argued here that Desportes’s views rep-
resent a third line of argument. Based on 
Desportes’s argumentation, the intermedi-
ate circle from an EU-European/Europe-
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an-NATO states geo-strategic perspective 
the security hotspots are in North Africa, 
the Balkans, the South Caucasus and the 
Middle East. The innermost circle is about 
EU- European/European-NATO states. One 
increasingly related security dimension con-
cerning this is closely interlinked with the 
demographic development. Niall Fergus-
son argues that in order to keep the ratio 
of working to non-working population, Eu-
rope would need to take in 1.4 million peo-
ple on a yearly basis until 2050.13   
 These figures basically tell us that nativi-
ty is too low, and more far-sightedly it raises 
questions about to what extent the new Eu-
ropeans will remain committed to western 
core values. Fergusson reminds us that up 
to the early 1990’s the frontier between the 
West and the East could be identified in the 
neighbourhood of Bosnia and Herzegovina. 
In our time and as a result of immigration, 
that frontier seems to run through every Eu-
ropean city,14 which can easily be observed 
in Stockholm, Copenhagen, Oslo and, to a 
lesser extent, in Helsinki as well as in many 
other cities in the Nordic countries where 
the integration of the new citizens from an 
overall point of view seems to leave room 
for improvement with tensions sometimes 
leading to violence as a result. 
 A characteristic made by the Times is that 
the future is to be seen in Los Angeles. The 
city has become a confederacy of thirteen 
major ethnic groups, occupying eighteen 
definable urban zones. Some are character-
ized as city states speaking other languages 
than English, where at the same time some 
parts of the town are fortified and protected 
by private armed groups. An interesting ob-
servation made by the magazine is that eve-
ry citizen in Los Angeles can claim to be a 
member of a minority group, which means 
that the city represents the very model for a 
migrant city where people in different parts 

of the city have little in common. The illus-
trative statement made by The Times is that 
the Third World has arrived in the First.15 
Although not that alarming yet, the tenden-
cies of a deteriorating social environment 
are, for instance, visible in the Swedish city 
of Malmö, where tensions in the suburb of 
Rosengård from time to time lead to sub-
stantial violence. 
 What we are basically witnessing is a 
breakdown of the social contract between 
the state and its citizens, which is fuelled by 
the inability to integrate individuals as well 
as groups of people. At the same time, we 
can easily observe a growing fragmentation 
between groups of people as well as between 
individuals as a result of increased individ-
ualism. This feeds the rivalry between eth-
no-political minorities and develops micro-
nationalism. Populations have become both 
the actors and the issue, and the state being 
characterized by order has been replaced by 
instability where tension and rivalry among 
ethnic groups are signs of destabilization. In 
parallel, we face a mass of fragmentation 
and growing individualism.16 Seen from this 
perspective, Desportes’s view of defending 
the “innermost circles”, certainly has broad 
aspects and raises the need for a societal de-
fence concept involving almost all authori-
ties of the state. 
 In sum, all three lines of argument have 
indeed substantial relevance. The one rep-
resented by Sir Rupert Smith is about reali-
ties we face today and most signs point to 
a continuation, even an increase in threats 
originating from areas outside European 
soil. Neither can consequences from mega-
trends like climate change, deforestation, 
desertification, lack of arable land and an 
increasing stress on water sources as well 
as rising competition for energy, highlight-
ed by Colin S. Gray, be dismissed as less 
probable because we are already starting to 
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be hit by the effects from a deteriorating en-
vironment as well as scarce natural resourc-
es. Vincent Desportes’s threat perspective 
based on what he defines as the ”external, 
intermediate and innermost circles” repre-
sents an intellectual framework from which 
security aspects emanating from the present 
and most certainly also from the future geo-
strategic landscape could be analysed. 

Tomorrow’s military  
is needed today
An ongoing debate indicating that also states 
may adapt warfighting strategies, concepts 
and methods similar to those used by non-
state actors is the reason why this part of 
the article brings up thoughts by Frank G. 
Hoffman concerning so called hybrid wars. 
Here it is argued that his theories, at least 
to some extent, seem to be inspired by the 
thinking of Quiao Liang and Wang Xiang-
sui.17 Another main subject of this part of 
the article is the role of military technolo-
gy where views by Vincent Desportes rep-
resent a counterweight to present western, 
US-inspired emphasis on the technological 
aspects of war. These are more in line with 
one key factor concerning the ability of Eu-
ropean nations to develop military capabili-
ties. This key factor is about affordability. 
Consequently, the third subject highlighted 
is the resource factor.
 Frank G. Hoffman raises thought- pro-
voking warnings against the tendency to 
look at future threats either as insurgencies 
or conventional wars. He argues that this 
way of thinking oversimplifies the frame-
work in which defence planning as well 
as allocation of resources for defence pur-
poses takes place. Instead, we should start 
thinking about actors as capable of fielding 
all possible tools for war, and, in addition, 
may be willing to field them simultaneously. 

These multimodal threats have been defined 
as hybrid threats, which means that an ad-
versary combines a broad variety of capabil-
ities in order to receive asymmetric advan-
tages.18 
 Hybrid threats incorporate a broad va-
riety of warfighting concepts to choose be-
tween including conventional capabilities, 
irregular tactical and technical methods 
such as terrorist actions using indiscrimi-
nate violence, as well as acts and techniques 
associated with criminal activities. Hybrid 
concepts can be used by states as well as by 
nonstate actors. Hoffman talks about mul-
timodal activities that can be conducted by 
separate units or by one unit. He argues that 
they generally, from an operational or tac-
tical point of view, are directed and coor-
dinated within the battle space in order to 
achieve synergistic effects in the physical as 
well as the psychological dimensions of the 
actual war and these effects are viewed as 
being able to influence every level of war.19

 When it comes to hybrid warfighting con-
cepts, the distinction between states, non-
state actors as well as criminal gangs is very 
much blurred. Who is who in this kind of 
warfare where one essential aim is obvious-
ly to hide one’s activities? It is a kind of war-
fare where access to modern weapons and 
command systems mixes with tactics/meth-
ods that may frequently change from con-
ventional methods to ambushes, the use of 
improvised explosive devices and assassina-
tions. It might include states using high-tech 
capabilities such as anti-satellite weapons as 
well as allied non-state actors using terror-
ism and cyber-warfare directed against fi-
nancial markets.20 In essence, the adversary 
is expected to use the broadest possible vari-
ety of tools and methods, based on the situ-
ation at hand and directed towards defined 
vulnerabilities inside western nations. Mili-
tary capabilities, irregular forms of warfare, 
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like terrorist attacks as well as pure crimi-
nal acts, can be used simultaneously, which 
opens up for a blurred spectrum of actors 
where states, non-state and criminal actors 
may cooperate in the framework of a part-
nership relation that may shift rather con-
stantly depending on how actors analyse 
the situation. This means states and/or non-
state actors with different strategic cultures 
who select tactics and technologies in inno-
vative ways in order to fulfil their aims.21  
 Consequently, it is not about whether we 
should prepare for stabilization operations 
or defending the home country from a tra-
ditional military attack. It is about prepar-
ing for both as well as what is in between, 
and to this should be added acting against 
an aggressor with no limitations whatsoever 
when it comes to ruthlessness. This approach 
might lead to a broader risk awareness and 
consequently the development of scenarios 
that take into account not only trends that 
dominate for the time being but also involve 
“thinking about the unthinkable”. 
 A decade ago, Quiao Liang and Wang 
Tsuantsui opened up for a way of waging 
war that has seen no conceptual compari-
son in the West.22 In addition, it could be ar-
gued that little has been done in the western 
societies, and, consequently, in their armed 
forces to adapt to this new thinking that can 
be characterized as the globalized concept 
of total war. A so far unanswered question 
is if 500 years of western dominance con-
cerning warfighting concepts is approaching 
its end in favour of eastern/Asian thinking? 
To use Sweden as an example, it is argued 
here that hybrid warfighting concepts have 
not been observed enough and analysed 
in documents, either from the Ministry of 
Defence, or from the Armed Forces Head-
quarters. The focus is ongoing internation-
al operations where the opponents are in-
surgents. The limited discussion,23 when it 

comes to the use of the military in the role 
of national/ territorial defence, seems to be 
based on the assumption that the adversary 
is a state actor using conventional military 
forces and operating from reasonably well-
known concepts. 
 The thinking of Liang, Tsuantsui and 
Hoffman, represents a totally different line 
of thought about war than the technology 
focused US view, which to various extents 
has been adopted by the Europeans. Also, 
in our part of the world transformation has 
been guided by concepts using slogans like 
“from a threat-based approach to a capabil-
ity-based approach”. One early and certain-
ly influential architect behind these ideas 
was the former Vice Chairman of the Joint 
Chiefs of Staff, Admiral William Owens, 
whose writing expressed a new form of 
waging war based on a strong belief about 
what could be achieved through technolog-
ical progress.24 An observation is that, al-
though the transformation of the militaries 
in most European countries has been based 
on an idea of leaving the threat-based ap-
proach and instead organizing the nation’s 
military capabilities based on a capability-
based one, the transformation of the Eu-
ropean armed forces has been too slow to 
adapt to circumstances.25 For instance, al-
though downscaled, these forces show very 
visible similarities to those of the Cold War 
period26 and, in addition, from a conceptual 
point of view look at future threats either as 
insurgencies or conventional wars. 
 Desportes strongly warns against too 
much emphasis on technology and frank-
ly states that this way of thinking is noth-
ing but flawed, since war is defined by social 
and political factors. War as a social phe-
nomenon depends, when it comes to its out-
come, on political, economic, cultural and 
geostrategic factors. Consequently, tech-
nological imbalance is of less significance 
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when it comes to strategic success or fail-
ure. Political wisdom, sound strategy as 
well as operational and tactical mastery 
of the battlespace matters much more.27 

In Somalia, Afghanistan and Iraq, west-
ern militaries have faced the phenomenon 
that technological superiority has in many 
ways been unsuitable for the environment 
at hand. At the same time, the opponent 
has found new ways of how to circumvent 
high-tech capabilities and make them more 
or less useless. 
 By concentrating on techniques, proc-
esses, procedures and capabilities, we have, 
according to Desportes, forgotten the fun-
damentals about the purpose of military 
engagement. A belief that technical prow-
ess suits the changes in which wars are 
waged has deep institutional roots, thereby 
bypassing the fact that the face of war has 
undergone dramatic changes. A real ability 
to understand the sometimes radical new 
threats falls outside traditional perceptions 
of what militaries are expected to do. Wars 
fought in our times demonstrates that it is 
not a matter of weaponry but an infinitely 
more complex and uncertain political, so-
cial and human process. This underlines 
the importance of strategic analysis, not 
driven by technological creativity. This is 
the same as stating that we need to take 
control of the excesses of the digital cul-
ture.28

 One reason why technology tends to lose 
relevance is because the opponent has man-
aged to take the fight into heterogeneous 
and complex environments, like urban ones 
and among the population, where modern 
technology loses its advantages. When and 
where technology shows superiority its fate 
is to be bypassed because this superiority is 
rarely decisive, works only once in the same 
theatre,29 and, consequently, is doomed to 
be of rather short endurance. The logical 

follow-up question to this is about how an 
opponent will act if he chooses to take the 
fight to us and decides to strike one or sev-
eral Nordic countries in order to make us 
rethink about our commitments in Afghan-
istan? Still, the opponent’s main advantage 
will be to strike in an environment where 
our advantages are limited and where deci-
sive effects towards the international com-
munity are to be expected as a result from 
the 24/7 presence of the media. The oppo-
nent will most probably use the same tac-
tical concepts as he does on his “home-
front” and choose densely populated areas 
as the battleground in order to maximize 
casualties, material destruction and chaos, 
which is the same as maximizing the media 
effects through which the strategic effect is 
gained.
 Contrary to present development trends 
in Denmark, Norway and Sweden as well 
as in most European countries, Desportes 
emphasizes that numbers still count, argu-
ing that experience from one and a half dec-
ades of missions have taught us that tech-
nology can only partly replace numbers. 
With France as the basis for his arguments 
he states that defence of the homeland de-
pends on our ability to achieve stability in 
hotspots surrounding us. The task of stabi-
lizing can only be solved by clear and last-
ing presence on the ground. This is about 
control and in order to have control num-
bers is an essential criterion for success, 
which means that quantity has become 
an important quality. Desportes strongly 
opposes the US emphasis on technology, 
which neither suits defence budgets of me-
dium-sized and small nations, nor guaran-
tees operational success in mission areas. 
Nor is it in line with the essence of war-
fare, which is a human activity and not a 
technological one. Success does not come 
from technology itself, but from ideas that 
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use it to its advantage.30 Soldiers operating 
in a crisis rely far more on their abilities 
than on their equipment.31 From the small 
nation’s perspective, we have to remind our-
selves of the still valid statement that it is 
more preferable to equip the man than to 
man the equipment. 
 Basically, we have to change our think-
ing because the opponent will simply not 
present the types of targets suited to be hit 
by our way of operating. Experience and 
history has convincingly taught us that arms 
in reality seldom satisfy the needs. This calls 
for less sophisticated equipment that can be 
designed and produced more rapidly and re-
placed more frequently. Another alternative 
is to design our equipment in a way that al-
lows for successive improvements.32 Already 
we see a tendency to have an acquisition 
policy that allows us to buy certain types of 
materiel when they are needed and related 
to a specific situation or threat.33 In other 
words a more flexible situationally orientat-
ed acquisition policy may be on its way, re-
placing or complementing more costly long-
term projects based on long complicated 
bureaucratic processes. Desportes questions 
why we are designing weapons systems for 
operational use in 25-30 years. As a result 
of the law of action and reaction, the op-
ponent will most probably have in place the 
countermeasures that make these systems ir-
relevant.34

 However, we should not expect a contin-
uation of a situation where states will tech-
nologically normally have an upper hand. 
On the contrary, the ongoing tendency is 
non-state opponents being better equipped 
due to the fact that advanced technology is 
generally more achievable as a result of glo-
balization and is easy to handle with little 
time needed for training. In addition, some 
civilian technology is both cheap and useful 
for military purposes. Non-state actors are 

using carefully chosen niche capabilities in 
order to gain advantages over the adversary, 
which US and British forces have painfully 
been witnessing in Afghanistan and Iraq. In 
the summer of 2006, the Israeli forces were 
hard hit by the Hezbollah who made success-
ful use of the latest technology when it comes 
to the ability of penetrating armour as well as 
using missiles designed for striking naval ves-
sels at sea from land-based positions. But this 
does not change the overall situation for the 
foreseeable future. When it comes to a third-
rate opponent, be it a state or a non-state ac-
tor, technological inaccuracy, generally, will 
force him into non-traditional methods with 
the result that less sophisticated means will 
be required to fight him successfully. This is 
the same as stating that future fighting will 
be primitive in the eyes of the technologi-
cally superior party. As we saw in the Kos-
ovo Campaign in 1999 and as we have seen 
in Afghanistan and in Iraq, the outcome de-
pends more on sound strategy and the mor-
al factor than on Effects-based Approaches 
to Operations or similar concepts, mirroring 
nothing but a rather unreflecting adoption 
of a US influenced “engineering-based ap-
proach to warfare”. 
 A few words about network-centricity 
and digitization are motivated here. Obvi-
ously, a war of destruction/a symmetric war 
waged between opponents possessing mili-
tary forces of a high standard can be organ-
ized in a network-centric way, while a war 
whose aim is to influence the people cannot. 
This renders the speed of a network-centric 
approach irrelevant. It is not about winning 
the battle for time when the opponent’s aim 
is to do exactly the opposite by maximiz-
ing the length of the conflict. Looking at the 
subject from another view, information su-
periority cannot compensate for the lack of 
discipline, morale or inadequate training of 
the soldier.
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 At the same time, a refusal to digitize is 
a non-option, because it contributes to sup-
port decision-making as well as information 
needed to provide the support needed. In 
order to enhance flexibility and adaptabil-
ity at the tactical and operational levels, ba-
sically hierarchical by definition, and by so 
doing being able to suit the circum stances, 
digitization will be beneficial because suc-
cess will be critically dependent on constant 
adaptation, which will have profound con-
sequences for training and for the way in 
which command is performed.35 However, 
there are risks associated with digitization 
which are certainly not new and include 
the danger of more information than lower 
echelons can handle, which might be irrele-
vant for troops operating under demanding 
and stressful conditions. In addition, there 
exists an ever-present temptation to mi-
cromanage subordinated levels. This leads 
to the need for reinventing a mission-type 
command style. 
 Concerning the resource factor, we face 
a situation where the development of mili-
tary capabilities takes place in an environ-
ment characterized by increasing uncertain-
ty and fewer resources. Scarce resources is 
the reality when it comes to bigger nations 
and is especially critical concerning small 
ones. In western medium and small states, 
like the Nordic ones, the main competitor 
to defence budgets are the increasing de-
mands on the social and welfare sectors. 
When people do not see any threats they 
are able to visualize and when security has 
a rather low profile on the political agenda 
there is a certain risk of further reductions 
in defence spending. 
 Every European nation today is strug-
gling with the problem of maintaining a 
broad variety of capabilities because of ris-
ing costs and budgetary constraints. Capa-
bilities suited for operations on one’s own 

territory as well as abroad are needed and 
these capabilities also have to be able to per-
form a wide range of other tasks because of 
a security environment that opens up for an 
infinitely variable array of possible scenar-
ios and adversaries.36 At the national and 
the practical level, closer cooperation and 
integration between the armed forces and, 
for instance, the police and Coast Guard 
needs closer attention, as well as the prac-
tical dimensions of the very much empha-
sized comprehensive approach. What this 
is about cold be found in the Danish total 
defence model.37 Cooperation and integra-
tion within the framework of EU/NATO 
also seems to need closer attention. Karl 
Eikenberry reminds us of the fact that the 
EU, although very clearly emphasizing civil-
military cooperation in the framework of a 
comprehensive approach, has still not man-
aged to establish an integrated civil-military 
command structure either at the strategic or 
at the operational level.38 
 From a Nordic perspective, the Stolten-
berg Report identifies 13 areas in order to 
enhance cooperation at the regional level 
between countries characterized by cultur-
al as well as socio-economic similarities.39 
Of significant importance for the future, 
bridging the cooperation from the over-
arching to the national level, are the Lisbon 
Treaty and the future of NATOs Article V. 
These two driving forces may be an oppor-
tunity to expand the cooperation closer to 
its full potential. It seems quite easy to ar-
gue that if we want to get the biggest long-
term impact on our security policy situa-
tion, this is not achieved through tactical 
and technical arrangements that are reac-
tive in essence. An aim for strategic influ-
ence through welldefined common Nordic 
projects could, on the other hand, serve as 
proactive measures in order to favour, for 
example, rational burden-sharing. Howev-
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er, we are quite far away from that strate-
gic impact.40 
 To sum up, two things concerning fu-
ture wars seem to be of a rather high de-
gree of certainty. First, the unpredictabil-
ity of the circumstances under which they 
will start, and, secondly, that they will dif-
fer from the conflicts we face today. In other 
words, a high risk of strategic surprises with 
the consequence that the ability to adapt is 
a success criterion for the military. It is im-
possible to estimate the occurrence of future 
military engagements. Consequently, west-
ern nations will be in a situation where it is 
necessary to be prepared to fight a reactive 
war, where it could be argued that in the case 
of the Nordic countries this is more proba-
ble than not. Desportes emphasizes that in 
such a reactive war, the command levels, in-
dependent of which, will constantly have 
to respond with very little time for prepa-
ration.41 Consequently, intention-based ap-
proaches to command obviously need a ren-
aissance, encouraging commanders to take 
initiatives needed in an environment where 
the fog of war is a constant.

Views of a new military
This part of the article starts with a catego-
rizing of the threats that are foreseen as hav-
ing a substantial impact on the military in 
the future. This is followed by a discussion 
based on geo-strategy, which emphasizses 
the close interconnection between security 
at the local level, inside state borders, at the 
regional level when it comes to cooperation, 
like the ongoing ones inside the EU, as well 
as its implications for the global level. 
 These overarching aspects form the basis 
from which the development of the military 
is discussed. 
 Concerning threats, the following three 
categories are obviously able to challenge 

the functioning of the state, either separately 
or in combination. The first, and by the me-
dia the most observed and most discussed 
category of threats, are those originating 
from non-state actors using unconvention-
al methods like terrorism and information 
warfare in order to reach political objec-
tives. Circumventing capabilities used by 
the military and law enforcement authori-
ties, terror attacks targeting energy supply 
routes, banking and IT systems as well as 
the spreading of deadly epidemics are meth-
ods that are cost-effective for actors pos-
sessing limited resources in order to deliver 
a knockout on societies built around func-
tional chains characterized by interconnec-
tion and interdependency.
 The second category are those internal 
threats to western societies with roots in an 
inability to fully assimilate immigrants of 
different ethnic backgrounds. These peo-
ple tend to live their own lives in commu-
nities that can be characterized as enclaves 
and not fully integrated into the society. 
Here people speak their language of origin 
and practise their own norms and laws. The 
tendency is that these diasporas have closer 
connections/loyalty to places/regions/states 
they originally come from than to their new 
homeland. These groups face a higher rate 
of unemployment, which in connection with 
social isolation from their new homeland, 
raises the risk of a violence-culture where 
people living outside the area/“enclave” and 
authorities like the police are looked upon 
as enemies.
 The third category is the use of mili-
tary force which is sometimes referred to 
as traditional or conventional. Traditional/
conventional or not, it represents a deadly 
repressive instrument and the use of this in-
stument  is a possibility as long as power 
ambitions among states as well as non-state 
actors are realities. Examining the develop-
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ment of military capabilities and defence 
budgets gives a clear indication that in or-
der to exercise control, the military instru-
ment is central for state authority.42 Effects 
that might be the result of climate change, 
such as shortage of water, arable land, and 
energy, will most probably threaten the 
wealth of nations as well as individuals. 
Such a development might lead to situa-
tions when nations are fighting state-ver-
sus-state wars for their very existence and 
survival. Existential wars have a tendency 
of being fought with every available tool 
and could from that point of view be re-
garded as total or major ones in their char-
acter. By examining these three categories 
or stereotypes of challenges against state 
security, the limits when it comes to com-
binations between the categories are close-
ly connected to those brains planning and 
executing an attack and are, consequently, 
endless.
 Each one of these categories involves 
the fact that conflicts take place in an in-
formation- intensive environment where 
the oucome has more to do with skilfully 
launched media campaigns at the strategic 
level than with effects related to the use of 
military violence. Also, every action taken 
at the tactical as well as operational levels 
are exposed to scrutiny with often immedi-
ate and not foreseen effects on strategy. 
 From a geo-strategic point of view, the 
need for early interventions in order to elim-
inate the origins of violence, reduce the ten-
sion and instability that leads to crises and 
take control of the process of convention-
al or nuclear proliferation are emphasized 
by Desportes. These thoughts can be seen 
as fairly similar to arguments behind the 
US interventions in Afghanistan and Iraq. 
However, the interplay with policy, diplo-
macy, reconstruction and security provid-
ed by the military puts the human aspects 

very much in the forefront. Most critical 
is also a realistic view of the time needed 
for success. Desportes warns against fall-
ing back to strategies favoured during the 
past where defence could be constructed at 
the borders, waiting for the enemy to ma-
terialize. Violence today could be charac-
terized as a cancer which will spread if it 
is not caught in time with the healthy cells 
being under threat from the outset, no mat-
ter how far they are from the malignant 
ones. The new forms of violence in combi-
nation with the effects of globalization and 
the porosity of borders, makes any strate-
gic concept founded on a ”waiting game” 
a dangerous course. What is required is the 
active construction of a stable environment 
outside national territory.43

 In line with the arguments of defending 
the ”external, intermediate and innermost 
circles”, Desportes emphasizes the need to 
prepare for three types of intervention. The 
first is about the short conventional con-
frontation, in which technology plays an 
essential role in reducing the opponent’s 
strength. Although advanced technology is 
indispensable in this state-versus-state con-
frontation, it has to be affordable since, in 
a time of budgetary constraints, technology 
competes financially with numbers. Again, 
a warning for relying on technology would 
not be out of place. The expansion of the 
battlespace means that numbers of soldiers 
remain important and land forces are cer-
tainly a key element in future conflicts. 
Technology is of significant importance al-
though reality, not least when it comes to 
economy, tells us that we must ensure that 
we get the right level of it, not too much 
but not too little.44 
 The second, most common and most 
drawn out type of intervention from the 
perspective of time, involves war amidst 
the populations. The rationale behind this 



157

diskussioN & debatt

is that this type of intervention, “the war 
for ideas”, seems to be by far the most com-
mon one, since the population will be in the 
focus with the consequence that the major 
part and the most fierce combat will take 
place in urban environments, which is the 
rationale for emphasizing the role of land 
forces with significant numbers. This also 
means that the ultimate aim of future wars 
is ”control” because if control is not estab-
lished on the ground, among the people, an 
intervention will hardly be of any gain but 
will involve extended problems for the in-
tervening actor. Throughout history, there 
has been only one way of exercising control 
and that is to be present in sufficient num-
bers and in the actual environment in which 
crises take place, which is on the ground.45 
 The third type is intervention on behalf 
of our own people in order to create a se-
cure invironment. Whether or not this is 
about intervention by definition could be 
discussed. Certainly, it is about homeland 
defence, which represents the core rationale 
behind the existence of armed forces. Na-
tional protection when it comes to people, 
values and infrastructure is the ultimate aim 
on which everything else as regards securi-
ty is founded.46 Here Desportes, more than 
most present scholars and military theoreti-
cians trying to forecast future wars, empha-
sizes the national dimension from which the 
ability to act inside or outside national bor-
ders depends regarding, for example, legiti-
macy and resources. A re-evaluation in Eu-
ropean countries about the role of national 
security seems slowly to be on its way. To 
some extent this is in line with Colin S. 
Gray’s predictions of future state-versus-
state wars. 
 This leads to the question concerning the 
development of military capabilities. For 
small nations like Denmark, Finland, Nor-
way and Sweden, the possibility of devel-

oping and maintaining military capabilities 
representing the latest technological inno-
vations is simply not realistic. Since the be-
ginning of World War II, the cost of a main 
battle tank has increased over three hun-
dred-fold, a ratio that can be multiplied by 
ten for a fighter aircraft.47 The simple so-
lution to be drawn from this is the need 
for the adoption of a policy emphasizing a 
“good enough” approach when it comes to 
the level of technology. In other words, this 
is about an acceptance of a “high-low mix”, 
a reality most nations have faced historical-
ly, are still facing and few signs seems to in-
dicate a change in that fact for the future. 
Even though technological development 
certainly makes the change of equipment a 
never-ending process, increasing costs asso-
ciated with that process makes perfect tech-
nological harmonization nothing but an il-
lusion. 
 Concerning the subject of which military 
capabilities that will be critical as the result 
of the threat scenario being discussed, two 
factors are of the utmost influence. First, 
economy will, as long as public opinion and 
the politicians do not see any immediate 
threat, most certainly be a limiting factor 
especially for small welfare states where in-
creasing costs connected to an aging popula-
tion are the main competitors for resources 
to spend on security and defence. As a re-
sult, prolonged/flattened or decreased budg-
ets seem to be the logical answer for the 
foreseeable future. While costs for materiel 
and personnel are increasing without com-
pensation and while inflation continues, 
room for investments decreases. In sum, it 
is a situation where present ambitions will 
generate increased costs. With flattened de-
fence budgets the options are lower ambi-
tions and/or substantial structural changes. 
 Second, following the development of 
western militaries since the Cold War ended 
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according to the western way of fighting. 
The capabilities presented below are argued 
to be the foundation of defence organiza-
tions for countries like Denmark, Norway, 
Finland and Sweden. However, depending 
on political, geo-strategic and economic dif-
ferences, each and every country needs com-
plementary capabilities not discussed here.
 First, effective intelligence at every level 
has repeatedly shown its significant impor-
tance. It has to be intellectually free to an-
alyse ongoing development concerning se-
curity policy, strategic, operational, tactical 
and technical matters, based on factual ob-
servations and with an expanded interna-
tional network. Consequently, inputs con-
cerning what to think have to be resisted. 
Openness and the ability to see and com-
municate analysis based on facts is crucial.48 
In a complicated security environment with 
state, non-state and cooperating state and 
non-state actors human intelligence needs a 
higher priority where the logical view is that 
technology supports a human being, not the 
other way round.
 Second, a robust and thoroughly pro-
fessional command and control appara-
tus forms the basis of effective leadership. 
The current western trend towards bigger 
and bigger command and control functions 
has a clear tendency to emphasize process-
es and procedures, which creates a type of 
“battlefield bureaucracy” more reactive 
than proactive and therefore unfit and not 
adaptive enough to take and hold the stra-
tegic, operational and tactical initiative.49 
Also a homeland defence structure with in-
tegrated civil-military command and con-
trol suited for tasks inside one’s own terri-
tory as well as being capable of reinforcing 
other Nordic/EU/NATO countries, or in-
ternationally, when/if needed, is the plat-
form for maintaining a functioning society, 
which, in turn, is fundamental for military 

in 1989, it could be concluded that however 
downscaled in numbers and with improved 
strategic mobility, the structures and capa-
bilities, also in small nations like the Nordic 
ones, are basically the same. In other words, 
a number of capabilities have reached or are 
in the process of reaching the level where 
numbers are becoming too small to be cost-
effective or are simply too expensive to 
maintain. Flattened or decreasing defence 
budgets together with a present broad varie-
ty of capabilities lead to the conclusion that 
small and medium-sized nations will not be 
able to uphold a balanced defence structure 
leading to capabilities being disbanded. Bal-
ance will be something that to a greater ex-
tent has to be met in cooperation with other 
nations ending up in a situation where tra-
ditional national defence structures have to 
be re-evaluated. 
 Economic realities lead to a situation 
where, in order to maintain the necessary 
volume, a technological high-low mix has 
to be accepted. Equipment for fully opera-
tional use needs to be maintained and solu-
tions should be found where state-of-the-art 
equipment is mixed with less modern sys-
tems in order to optimize effects. This leads 
to the simple logic that the view should be 
implemented throughout the organization 
that “we fight with what we have, not with 
what we want”. In other words, theory and 
doctrine should lead the technological de-
velopment, not the other way round. Here it 
is argued that dominance of the whole war-
fighting spectrum for small states is noth-
ing but an illusion. State-of-the-art technol-
ogy may be effective against an opponent 
that could be characterized as symmetric 
but has, in Afghanistan, Iraq and Soma-
lia proved to be less effective against oppo-
nents, state and non-state ones, operating 
from a concept that offers few if any identi-
fiable targets and who simply refuse to fight 
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the global, the regional and the local there-
fore loses its relevance. 
 The characteristics of a non-state actor, 
like for instance al-Qaida, is a decentralized 
and networked group of individuals who 
basically share the same ideology based on 
religion and who are geographically spread 
all over the globe. Here it is argued that 
what al-Qaida and its associated affiliates, 
whether states or non-state allies, are basi-
cally involved in is waging a war aimed at 
overthrowing secular governments and re-
placing them with a state based on what is 
stated in the Koran as well as challenging 
western influence, western values and a pre-
ferred lifestyle among its different nationali-
ties. The core rationale for terrorist attacks 
as well as information campaigns launched 
by al-Qaida is a very logical political act 
based on the long-term aim to establish the 
theocratic state, be it a caliphate or not.
 Consequently, acts of terror could not be 
looked upon as cases for the law enforce-
ment authorities only, because they are 
launched in the framework of a war. In ad-
dition, simple logic and rationality moti-
vates the smoothest possible cooperation 
between every state authority needed to ef-
fectively strike back and protect people as 
well as infrastructure. In the framework of 
a homeland defence command structure, ca-
pabilities needed to handle a specific situa-
tion should be transferred independently of 
whether they originate from the military, the 
police, the rescue services or some other au-
thority. Ongoing tendencies reflecting en-
hanced competition between especially the 
police and the military represent dysfunc-
tional actions aimed at weakening societal 
responses to strikes against its vital func-
tions. An obvious conclusion is the need for 
higher acceptance of pragmatism when it 
comes to the question about who is doing 
what or what the stakes are between, for in-

operations inside or/and outside one’s own 
territory.
 Third, a set of capabilities that are suited 
to the operational environment in one’s own 
country as well as internationally are afford-
able and therefore able to maintain forces, 
highly trained and at a level of high readi-
ness over time. Among these are elite infan-
try units for battling an opponent in the cit-
ies, armoured units capable of seizing and 
holding ground, special forces which, togeth-
er with the police and customs services, can 
meet the threat from nonstate violent actors, 
ground-based air defence in order to meet an 
increased threat from missiles operated by 
both states and non-state actors, and subma-
rines with a multiple-role capability.
 Fourth, capabilities for meeting the in-
creased NBC threat from systems operated 
by state or non- state actors.
 

A future of unknown unknowns

Because war is a human activity, it is un-
der constant change. Consequently, one of 
the key qualities possessed by the military 
is to be able to handle the unexpected. Al-
though changes could be looked upon as 
a constant, it is the speed with which they 
occur that represents the real challenge for 
armed forces. An overarching challenge is 
that although states, so far, are the most 
resourceful actors the trend is pointing to-
wards more equality when it comes to ef-
fects received from violent non-state ac-
tors. Another overarching challenge has 
to do with with the ability of the media to 
transform ideas and information intercon-
nectedness between individuals. The mili-
tary consequence in such an environment 
is that success or defeat at the tactical level, 
which was earlier a local occurrence, will 
most probably continue to gain strategic 
results. Thinking in terms of levels such as 
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viewed as extremely reluctant to engage 
in anything where they might end up us-
ing their militaries in an armed conflict, the 
United Kingdom fought the Falklands War 
in 1982, participated in the first and second 
Gulf Wars in 1991 and 2003, respective-
ly, also fought as a member state of NATO 
against Serbia in 1999, not to mention its 
heavy involvement both in Afghanistan and 
Iraq.52 It should be added that when this 
chapter is being written in early 2010, all 
four Nordic countries are militarily engaged 
in Afghanistan and at the moment they seem 
to be politically prepared to be so for an ex-
tended amount of time. However, people’s 
views concerning the commitment amongst 
Danes, Finns, Norwegians and Swedes may 
change relatively quickly depending, among 
other things, on the amount of casualties 
they will face. 
 Concerning the issue of intrastate vio-
lence and based on the commonly accept-
ed idealistic assumption that democracies 
do not go to war against each other, Stra-
chan observes that the decline of intra-state 
wars since 1945 has more to do with the 
effectiveness of the United Nations Securi-
ty Council than the spreading of democra-
cy.53 Implicitly that tells us that even though 
wars between democracies might be avoid-
ed as long as possible, wars between states 
are far from being historical anachronisms. 
The wars between Iraq and Iran during the 
1980’s, the first and second Gulf Wars and 
the war between the NATO states and Ser-
bia in 1999 as well as Russia´s invasion of 
Georgia in 2008, provides clear evidence 
that states are ready to use force when big 
enough interests are at stake and costs are 
estimated to be lower compared to what 
could be achieved. This view is based on the 
assumption that also for the foreseeable fu-
ture states are influential actors, and from 
that aspect we ourselves have to remem-

stance, the military and the law enforcing 
authorities. 
 These arguments are reinforced by 
Michael Evans who raises “the possibili-
ty of continuous sporadic armed conflict”. 
The characteristics of these are engagements 
blurred together in time and space, waged 
on several levels by a large array of national 
and sub-national forces, which means that 
war is likely to transcend neat divisions into 
distinct categories”.50 This is another way 
of describing the hybrid war to which a ro-
bust Homeland Defence Concept, like the 
one established in Denmark with the abil-
ity to respond to threats directed against the 
home country as well as provide assets in 
order to reinforce similar organizations in 
other EU, NATO and/or partner countries, 
seems to be the logical answer. 
 Adding to the challenges are hybrid con-
cepts that will make the distinction between 
states, non- state actors as well as criminal 
gangs very much blurred, especially when we 
might find them cooperating with each oth-
er. In addition, the domestic situation in most 
European states is characterized by a situa-
tion where traditional forms of socialization 
exist alongside alternative ones. This creates 
irritation with increased social confrontation 
and violation that no longer responds to the 
regulatory mechanisms of the state, which is 
gradually declining in importance, with the 
result being increased and unregulated out-
breaks of violence. The security providers 
of the state system are losing ground to the 
constant growth of non-state actors, whose 
interests are difficult to analyse. The weak-
ening of state power opens up uncontrolled 
areas to be exploited by a multiplicity of vio-
lent non-state actors, with the obvious risk 
of increased violence of long duration caused 
by social breakdown.51 
 Hew Strachan reminds us that, even in 
an era when especially the Europeans are 
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tration with how a specific conflict evolves 
over time are certainly success factors that 
are not only connected to the military but 
to the overall ability to use every available 
tool in the campaign.54 
 As the concluding statement it is argued 
here that the military are free to choose 
almost whatever structure they desire be-
cause what will count at the end of the day 
is the adaptability to engage an opponent 
using a broad variety of concepts and tools 
– in other words, an emphasis on sound 
strategy, a developed and broadened oper-
ational art as well as tactical skills. Empha-
sizing thinking and training seems to get a 
better payoff than prioritizing structures, 
procedures and processes.  

The author is a Lieutenant Colonel and 
serves at the National Defence University 
in Finland at the Department for Strategic 
and Defence Studies. He is a fellow of the 
Academy and is the Editor of its journal 
KKrVAHT. 

ber the simple reality that politics is not the 
same as theories concerning international 
relations. Politics is basically guided by hu-
man ambitions and decisions and therefore 
faces a considerable impact from factors 
connected to human greatness but unfortu-
nately also to shortcomings.
 In sum, when thinking about/predicting/ 
analysing conflicts in our time and for the 
future there seems to be an urgent need for 
thinking “outside the box”. Ivan Arreguin-
Tofts argues that the outcome of conflicts 
in the future will not so much be a func-
tion of the stronger automatically having 
an “upper hand” when fighting a weaker 
actor. On the contrary, the actor that uses 
the strategically most useful tools in bat-
tle, independent of whether they are sym-
metric, asymmetric or a combination of the 
two, will prevail. He shows that since 1800 
the outcome of conflict favours actors will-
ing to make conceptual jumps in thinking. 
The willingness to successfully adapt, re-
fine, reorganize and transform in orches-
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